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EXECUTIVE SUMMARY

The value generated from illegal, unreported, and unregulated (IUU) fishing is estimated to be
between $10 billion and $36.4 billion annually, making it the third most lucrative natural resource
crime, following timber and mining.'? 3 It continues to pose one of the greatest threats to the world's
marine ecosystems while destabilizing the food and job security of billions around the world.*
Actors engaging in IUU fishing also depend on other criminal conduct to continue operating at
sea and launder illicit catch into the supply chain. These activities can include document fraud, the
trafficking of persons, money laundering, and more.> Despite the scale of IUU fishing and its links to
other crime types, IUU operators continue to exploit weak enforcement and a lack of transparency
in the global fishing industry as they operate under a veil of secrecy.

Current enforcement and regulatory approaches to IUU fishing prioritize the at-sea activity of
fishing vessels.® 7 Yet this approach has failed to address IUU activity and its associated offenses
and crimes as part of a larger onshore system that poses risks to sovereignty, national security, and
economic development. Therefore, effective maritime domain awareness requires both at sea and
onshore scrutiny to establish a link between IUU fishing vessels and the financial activity of onshore
corporations that facilitate IUU fishing. By framing |IUU fishing as a problem linked to onshore
crimes and facilitators, governments and law enforcement can rely on additional authorities to
pursue the networks that sustain vessel activity at sea.®

In this report, we present findings from C4ADS' in-depth investigations into the methods used
by IUU networks both at-sea and onshore to exploit a systemic lack of transparency and weak
enforcement in the global fishing sector.

* In Section One, we examine the at-sea risk indicators of vessels engaging in IUU fishing
identified across our investigations. We find that these indicators are consistent across
regions of the world. Additionally, multiple at-sea indicators observed together can narrow
investigations on a pool of high-risk vessels that warrant further examination. In particular,
we examine the risk indicators for potential IUU fishing most frequently observed across
our investigations for this report, including AIS dark activity through the manipulation or
disablement of AIS, vessel identity alterations, flag manipulation, and engagement in
unregulated transshipment at sea.

* In Section Two, we examine how investigations into IUU networks onshore can begin to
lift the veil of secrecy that sustains IUU operations in the global fishing industry. These
transnational networks use several methods to exploit vulnerabilities onshore, including
shell companies, secrecy jurisdictions, flags of convenience, and gaps in information across
the global fishing sector. Our analysis shows that an increased focus on the use of publicly
accessible information can help identify the links between fishing vessels engaged in IUU
activity and their owners. Thisin turn will help expose who ultimately profits from IUU fishing.

* In Section Three, we examine how a lack of transparency and insufficient scrutiny onshore
allows opportunistic actors to exploit the fishing industry. Specifically, IUU fishing converges
with a variety of crimes onshore that sustain fishing operations at sea and launder IUU catch,
undermining the legitimacy of supply chains around the world. We explore three main points
of convergence identified throughout C4ADS's investigations: human trafficking and forced
labor, customs and document fraud, and the role of corruption and organized crime groups.
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DEFINITIONS

+ Automatic Identification System (AIS): A radio communications system through which
vessels broadcast data signals, including details of the vessel name, latitude, longitude,
speed, and direction, among other information. AIS was initially introduced in order to
improve maritime safety but is increasingly used by authorities to monitor vessel traffic.' i

+ Exclusive Economic Zone (EEZ): An area which extends up to 200 nautical miles off the
coast over which a state assumes jurisdiction over the exploitation and exploration of
marine resources, including exclusive fishery management authority over all fish and fishery
resources.’

* Flag of Convenience (FoC): The flag of a State that allows the owners of foreign vessels to
register a ship despite being domiciled in a state different from that of the flag state. They
generally offer competitive advantages to vessel owners due to limited regulatory oversight,
ease of registration, and ability to obfuscate beneficial ownership."

+ High Seas (International Waters): All parts of the sea that are not included in the exclusive
economic zone, in the territorial seas, or the internal waters of a state. The high seas are
open to all states for the freedom of navigation, freedom of over flight, freedom of fishing,
freedom of scientific research, and freedom to construct artificial installations.y

+ Port of Convenience (PoC): A port that fails to implement and enforce regionally agreed
upon standards against IUU fishing and where catches can be landed with minimal or no
inspection.V Vi

* Regional Fishery Management Organization (RFMO): An intergovernmental organization
formed by member nations or countries that share practical and financial interests in a
particular region of international waters or of highly migratory species. RFMOs are dedicated
to the sustainable management of fishery resources, and most of them have management
powers including setting catch and fishing effort limits, technical measures, and control
obligations i

+ Ultimate Beneficial Owner (UBO): The person(s) who exercise ultimate effective control
over an entity or arrangement.”

* Vessel Monitoring System (VMS): A satellite-based monitoring system that provides data to
fisheries authorities on the location, course, and speed of vessels.

Vi
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METHODOLOGY

This report presents findings from 15 months of investigation into IUU fishing vessels and the
networks behind them around the world. For this report, we took a network-focused approach
to develop a deeper understanding of how IUU networks operate at sea and onshore. C4ADS
conducted in-depth network analysis on 29 unique networks engaging in IUU fishing or its
associated offenses and crimes. The dataset compiled through C4ADS' 29 network investigations
consists of roughly 150 vessels that have been linked to IUU fishing through public reports, blacklists
published by RFMOs and national fishing authorities, and open-source investigations, as well as
over 2,000 companies, individuals, and vessels that are directly or indirectly linked to these vessels.

For focused investigations, key entities were primarily identified through open-source research,
maritime risk analytics platforms, and information provided by our partner network. A combination
of at-sea vessel monitoring and corporate network analysis allowed C4ADS to build out beyond
suspicious vessels to identify the larger fleets and onshore corporate networks associated with
IUU fishing vessels. We began investigations of key ships and fleets of interest by tracking vessel
behavior using Windward's Maritime Analytics System, which analyzes and organizes hundreds of
millions of data points per day to make sense of ship activities worldwide. To expand the emerging
networks, we compiled data from publicly available resources in Central and South America,
Africa, Asia, Europe, North America, and Oceania. These sources include, but are not limited to, the
following:

— Multilingual analysis of primary source media, including in Chinese, Korean, Spanish, and
French

— Authorized vessel lists frorn RFMOs, national vessel registries (where available), the Food and
Agriculture Organization (FAO), and other publicly accessible repositories of vessel data

— Maritime intelligence platforms, including Windward Maritime Analytics System
— Information and leads provided to C4ADS through our partner network

— Aggregated trade databases from a variety of commmercial vendors, including Panjiva and
Import Genius

— Official corporate records where available, along with commercial credit reports, to
substantiate corporate holdings

— Other official documentation, including property and judicial records

We coded this information into our network analytics platform, Palantir Gotham, to identify entities
with shared identifiers and map extended transnational networks across the world. To build out a
network vertically, from vessel to ultimate beneficial owner, we use public records to uncover the
directors and shareholders of companies that owned vessels engaging in IUU fishing. We then
built out each network horizontally to identify associated companies and ships, linked through
overlapping directorships, shareholdings, common places of business, and other unique identifiers.
The figure below displays the different steps in identifying ownership through corporate network
analysis:
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This report’s methodology has several limitations. First, while C4ADS uses official corporate records
and commercial credit reports to verify corporate holdings and commercial relationships, this
information only represents a snapshot of corporate activity at a given time. Records may not be
updated regularly, may not be consistent or wholly accurate, and may not have the same standards
of reporting across jurisdictions. Public records also do not reveal all details of the operations of
a company or relationships between entities. Second, inconsistencies in vessel ownership and
registration reporting across RFMOs mean that vessels operating in certain regions are more
extensively and accurately reported than others.

Unless explicitly stated, the mention of any individual, company, organization, or other entity in the
report does not necessarily imply the violation of any law or international agreement and should
not be construed to so imply.

10
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INTRODUCTION

lllegal, unreported, and unregulated (IUU) fishing is the number one threat to the world’s marine
ecosystems, destabilizing the food and job security of billions around the world. It undermines the
effective management of marine resources and is a major loss of revenue for countries already
struggling to monitor their jurisdictional waters. The total losses from IUU fishing are estimated
to be between $10 billion and $36.4 billion annually, or up to 24% of the $150 billion global seafood
trade. 23 While the effects of IUU fishing are disproportionately borne by developing countries, it
is a global problem. A lack of transparency has led to a deep integration of illicit fishing activities
within the legal seafood supply chain, and IUU catch frequently makes its way into markets around
the world, including the United States and Europe.* By some estimates, as much as 30% of total
reported catches are linked to illegal and unreported fishing.® Weak enforcement and a lack of
transparency in the global fishing sector enables IUU actors to operate under a veil of secrecy.

Current enforcement and regulatory approaches to IUU fishing prioritize tracking the at-sea activity
of fishing vessels.? 7 This approach on its own has failed to adequately address IUU fishing and its
associated offenses and crimes as part of a larger onshore system that poses risks to sovereignty,
national security, and economic development. A fishing vessel is just an asset owned by an onshore
network and its activities at sea are ultimately determined by the financial interests of its beneficial
owners. This ownership and control can be difficult to trace. Vessels can be flagged to one state,
but can be owned by another state’s citizens and operate in yet another state’s waters. Ultimately,
effective maritime domain awareness (MDA) requires both at sea and onshore scrutiny to
establish a link between IUU fishing vessels and the financial activity of onshore corporations
that facilitate IlUU fishing.®

Gaps in existing reporting requirements by Regional Fishery Management Organizations (RFMOs),
national fishing authorities, and governments to mandate accurate and detailed information from
vessel owners has led to a systemic lack of transparency within the global fishing industry. This
enables transnational IUU networks to disguise true ownership and operate with limited risk of
detection. This report demonstrates that the right combination of analytical tools can begin to
lift the veil of secrecy and hold accountable those who profit from IUU activity.

The same conditions that enable actors to engage in IUU fishing also allow them to commit
other crimes and offences with impunity. Over the last decade, there has been an increased
understanding among those who monitor and regulate the global fishing industry that IUU fishing
is linked to and facilitated by a wide range of onshore crimes, ranging from corruption and money
laundering to human trafficking.? These crimes are ultimately coordinated by networks onshore that
remain largely hidden, thereby avoiding legal and regulatory penalties.’® Furthermore, the typical
enforcement response to IUU fishing fails to address it as an indicator of other offenses, and thus
investigations into IUU networks have not targeted the full scope of criminal activities perpetrated
by the networks behind fishing vessels." By framing IUU fishing as a problem enabled by and
linked to onshore crimes and facilitators, enforcement authorities are better able to pursue the
onshore networks behind vessels.”?
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SECTION ONE

Modeling IUU Networks at Sea

C4ADS conducted investigations into more than 2,000 entities, including companies, individuals,
and vessels, associated with IUU activity around the world, ultimately compiling them into a dataset
of 29 unique networks. A variety of at-sea risk indicators were identified across networks engaging
in potential IUU fishing throughout these investigations. These indicators taken on their own are
not necessarily evidence of IUU activity, but when observed together act as red flags for suspicious
activity at sea. Thus, layering the at-sea indicators is a means to focus investigations on a high-risk
pool of vessels without a significant expenditure of resources. The observation of multiple indicators
simultaneously should lead to further investigation to verify whether IUU activity has taken place.

Throughout our investigations, vessels engaging in IUU fishing often displayed multiple risk
indicators. The indicators identified by C4ADS as red flags for high risk vessel activity include:

INDICATOR DESCRIPTION

Figure I: At-Sea Risk Indicators Used by C4ADS

C4ADS found that these at-sea risk indicators were largely the same around the world, as seen
in Figure 2, which means that they can be used globally to identify vessels engaging in potential
IUU fishing. The at-sea indicators we identified have also been widely documented as common
methods to obfuscate illicit activity outside of IUU fishing. For example, the United Nations Panel
of Experts and Office of Foreign Assets Control (OFAC) have both found that vessels involved in
North Korean sanctions evasion manipulate or disable their AIS transponders in order to obfuscate
their activity at sea.'?
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RECORDED INSTANCES OF AT-SEA RISK INDICATORS BY REGION

SOUTHEAST
SOUTH AMERICA

SOUTHEAST ASIA
& OCEANIA

CENTRAL AMERICA
& NORTHWEST
SOUTH AMERICA

DARK HISTORICAL PORT OF TRANSSHIPMENT VESSEL ID
ACTIVITY IUU FISHING CONVENIENCE MANIPULATION AT SEA ALTERATIONS

Figure 2: At-Sea Indicators Observed Across Investigations by Region of the World

In this section, we explore the four indicators most frequently observed across our investigations.
These indicators are directly perpetuated by the low visibility of vessels at sea in conjunction with
weak transparency and reporting requirements onshore. In particular, we examine:

1. AlS dark activity through manipulating or disabling AIS
2. Vessel identity alterations

3. Flag manipulation

4. Transshipment at sea

AIS DARK ACTIVITY

C4ADS observed the manipulation, disabling, or loss of fishing vessels' AIS signals in 80% of the
29 networks. Intermittent transmission of AIS means fishing vessels are virtually undetectable for
periods of time and able to enter EEZs without authorization to fish illegally. While AIS loss alone
is not an indication of illicit activity, it is an important indicator when combined with other factors
that suggest intentional obfuscation of vessel activities at sea. While a lack of nearby AIS receivers,
poor weather conditions, signal interference, equipment malfunction, as well as other factors may
account for a period of lost AIS transmission, vessels engaging in illegal fishing and other crimes at
sea are known to manipulate or disable their AIS transponders in order to operate undetected.’ 4%

ldentifying a fishing vessel exhibiting AIS dark activity outside of an EEZ, a marine protected area,
or in proximity to a refrigerated cargo vessel (reefer) is an indicator that a vessel may be intentionally
disguising unauthorized transshipments or incursions into an EEZ without authorization, among
other operations.® Since certain AlS data (e.g. destination port) are manually entered, vessel officers
can also input false information either by accident or to make detection more difficult.” 8
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One region in which AIS manipulation
is particularly prevalent is the
Southwest Atlantic Ocean. Outside the Chi-a
EEZ of Argentina, a fleet of more than
300 foreign fishing vessels operates
on the high seas during peak squid
fishing seasons.®? These vessels, which
are mostly flagged to China, South
Korea, and Spain, frequently engage
in periods of AIS dark activity and rely
on reefers to continue operating at
sea.” " 12 While this activity in itself is
not illegal, it is high risk. These vessels

Argentina &

Argentina

exploit Argentina’s limited capacity to WINDWARD"
effectively monitor and patrol its EEZ.

Figure 3 shows that in February 2019, Figure 3: During February of 2019, 294 vessels were
256 fishing vessels engaged in dark identified as fishing outside the boundary of the
activity while operating just outside Argentinian EEZ. Of these 294 fishing vessels, 256

the EEZ of Argentina, accounting for engaged in dark activity during this period of time. 87%
roughly 87% of fishing vessels in the ©f the vessels that engaged in these dark activity events
area at the time® were flagged to China. Source: Windward

VESSEL IDENTITY ALTERATIONS AND FLAG MANIPULATION

In over 60% of our investigations for this report, we observed at least one vessel in each network
altering key identifiers or its flag registration to avoid detection. This prevalence is partly due to
the fact that identity tampering is broadly defined and an easy option for vessels attempting to
confuse port, flagging, and inspection authorities. While it is important to note that there are
legitimate explanations for altering vessel identifiers and flags, such as changes in ownership, the
use of multiple flags simultaneously or using the name of another vessel are fraudulent practices
used by IUU fishing vessels to evade detection and operate with impunity.® Examples of vessel
identity tampering observed in our sample of 29 investigations include:

METHOD DESCRIPTION # OF INVESTIGATIONS

Figure 4: Vessel Identity Tampering and Flag Manipulation Methods Observed Across 29
Investigations
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IUU fishing vessels can operate at sea as “ghost vessels” hidden from enforcement if they remain
unregistered or frequently change identities.' 7 Additionally, fishing vessels can operate under a
false identity to avoid detection or operate with a license belonging to another vessel. By assuming
the identity of an authorized vessel, multiple ships can share a single license or vessel authorization
to cut costs.’® This behavior has been observed on the part of vessels controlled by the same
beneficial owner to continue operating and land catch at port even after the expiration of a license
or authorization to fish.

Our analysis supports the claims made by other studies that vessels with no fixed identifiers or
registration are some of the most significant perpetrators of IUU fishing. For example, according
to the North Atlantic Fisheries Intelligence Group, one third of fishing vessels included on RFMO
IUU blacklists or issued Interpol Purple Notices for fishing illegally were either stateless or had no
known flag.”® By reflagging or flying multiple flags simultaneously, vessels can obfuscate prior IUU
fishing infractions and operate with no fixed nationality and therefore outside the clear jurisdiction
of a single flag state.?° The practice of flag hopping, or frequent and repeated flag changes, is a
higher risk form of reflagging.?’ Ultimately, vessels that are stateless or that reflag frequently can
use multiple vessel names or exploit flag states with lower oversight to avoid enforcement.

TRANSSHIPMENT AT SEA

C4ADS observed reported or likely at-sea transshipments in 30% of our investigations.?® At-sea
transshipment refers to the transfer of cargo, supplies, and crew between vessels. In the case of
fishing, it often occurs between a reefer and a fishing vessel or directly between two fishing vessels.
In certain instances, transshipment at sea is a legal practice and is subject to observer programs
by RFMOs. But the absence of comprehensive oversight poses an increased risk for IlUU catch
to be laundered into the legal supply chain.?® Additionally, unregulated transshipments, including
between fishing vessels, have been widely documented as enabling other crimes at sea, such as
narcotics, weapons, and human trafficking.*° For example, transshipment is used to facilitate the
movement of crewmembers between vessels at sea while avoiding inspection at port. This sustains
the continued exploitation and abuse of crewmembers onboard substandard fishing vessels.3' 32

Ultimately, transshipment enables vessels to continue operating for months or years without
having to enter port where they might be subject to inspections of fishing gear, working conditions
onboard, or vessel authorizations and documentation.®® 3* When taken in isolation, transshipment
is not in and of itself an indicator of IUU activity. But when observed with other risk indicators, the
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significance of transshipments is amplified. Transshipment events that occur between vessels that
display other risk indicators, such as extensive dark activity or frequent identity changes, can serve
as a chokepoint for monitoring and enforcement. By virtue of their size, reefers are more likely to
carry AlS transponders, have a unique vessel identifier, and require greater logistical and financial
support than smaller fishing vessels. Therefore, their activity at sea can be more easily tracked and
highlight likely areas of fishing activity and regions where IUU catch is potentially laundered into
the supply chain.

VESSEL IMO VESSEL REGISTERED
NAME NUMBER TYPE OWNER
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SECTION TWO

Following IUU Networks Onshore

While assessing a vessel's activity and maritime policing are critical components of addressing
IUU fishing, the operations of a vessel are ultimately sustained by ownership networks onshore.
Building out from at-sea vessel activity to onshore ownership is a key step toward targeting the
ultimate owners and networks behind IUU fishing and determining how they continue to exploit
vulnerabilities within the global fishing sector to operate with impunity.

Our research, along with other studies into IUU fishing, underscore that low visibility of vessel
ownership is a primary enabler of IUU fishing.' A systemic lack of transparency and lack of access
to data onshore ultimately has ramifications for the continued obfuscation of beneficial ownership
and low accountability for vessel owners.? Effective enforcement in the fisheries sector ultimately
requires expansive reform to improve access to vessel and ownership data. In addition, reporting
requirements across flag registries, RFMOs, and national fishing authorities must be strengthened.
In the absence of this information, vessel owners will continue to disguise their activities with
relative ease, especially in countries that lack the investigative resources to combat IUU fishing.

Despite the difficulty of tying individual ships engaged in IUU behavior with their beneficial
owners, we can learn more about these networks using publicly available information. Open
source investigation and corporate network analysis can begin to expose who ultimately profits
from this activity. It can also highlight how and where these actors continue to take advantage of
a lack of transparency and a lack of uniform regulation across flag states, jurisdictions, and RFMOs
to operate with relative impunity. Linking at sea vessel activity to onshore networks is a necessary
step to identify the responsible parties facilitating IUU fishing.

This section focuses on the methods used by vessel owners to disguise ultimate beneficial
ownership to evade detection and culpability. These methods include:

LOOPHOLES & METHODS | DESCRIPTION

SHELL COMPANIES & SECRECY JURISDICTIONS

C4ADS observed the use of shell or front companies in over 50% of our investigations. Vessel owners
use shell companies, or companies without significant assets or business activity, across multiple
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jurisdictions to hide beneficial owners from authorities, and even the captain of the vessel at times.?
45 Generally, shell companies have little to no presence beyond basic contact information and when
used in a series of layers across jurisdictions, they serve to complicate the process of identifying the
beneficial owners.® Vessel owners also can cycle through shell companies in different jurisdictions
when necessarytoaccess new flag registries, fishing grounds, and advantages provided to domestic
companies and vessels. Ultimately, the use of shell companies undercuts effective attribution of
fiscal or legal responsibility over a given vessel while also providing financial and tax advantages
when incorporated in tax havens.

The use of shell companies in combination with secrecy jurisdictions and nominee incorporation
services can make the identification of the beneficiaries of IUU fishing even more challenging.”
Secrecyjurisdictionsare frequently criticized for serving asa haven for taxevasion, money laundering,
and other illicit activities.? ° These jurisdictions also enable companies that engage in IUU fishing to
more effectively conceal ownership. Fishing companies can use nominee incorporation services to
expedite the process of incorporating a company and opening bank accounts on their behalf.®
These services also provide nominee directors and nominal shareholders that have no control in
the company and obfuscate those with actual power.

The obfuscation of ultimate beneficial ownership of fishing vessels through shell companies and
complex corporate structures can also disguise the role states play in the operations of distant
water fishing fleets and IUU fishing. C4ADS observed state-owned enterprises or politically exposed
persons (PEPs) as the beneficial owners or shareholders of companies engaged in IUU fishing in
20% of our investigations." While investment from SOEs or PEPs in fishing companies and the
seafood sector is not illegal, these fishing companies often benefit from the additional support of
state sponsorship and well-connected elites. Authorities pursuing action against these vessels are
not simply contending with a fishing company but rather the financial interests of another state
invested in their operations.

CONSISTENT AIS DARK ACTIVITY

BENEFICIALLY OWNED BY
A STATE-OWNED ENTERPRISE

UNAUTHORIZED FISHING IN
THE ARGENTINE EEZ

EVASION OF ARREST
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FLAGS OF CONVENIENCE
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rou g h |y 30% Of t h e | U U NUMBER OF STATES DECLARED FOC's PER CONTINENT
n etWO r kS i nvestlg ated . W h i |e Data sourced from International Transport Workers Federation (ITF)
C4ADS primarily observedthe .
use of FoCs by reefers, they
are widely used as they allow

3

6

5

4

3

2

vessel owners to obfuscate
ownership and reduce the
likelihood of prosecution.??
23 According to analysis
conducted by the North
Atlantic Fisheries Intelligence
Group, over 80% of vessels
with a known flag included
on RFMO IUU blacklists or
issued Interpol Purple Notices
were registered in a country

1
recognized as offering a

Countries that offer FoCs tend to operate open registries, which permit foreign owned vessels
to use its flag and have lower requirements for registration, including no disclosure of beneficial
ownershipor historical vessel data.?*In conjunction with shell companiesand nominee shareholders,
IUU operators are able to hide ownership when registering with a flag of convenience, making it
challenging to identify those ultimately responsible for the vessel.

Many flag states offering FoCs also consistently fail to monitor vessels flying their flag due to a
lack of enforcement capacity. Authorities with limited technical expertise and resources to run
an international ship registry have difficulty coping with the challenges of overseeing the global
operationsofcargoand distant water fishing vessels.?® In the absence of comprehensive information
on the ownership of a vessel and limited financial resources, flag registries that permissively flag
foreign vessels are unable to fulfill their flag state duties. This issue is exacerbated by the diffusion
of flagging and registration processes to private companies, particularly in smaller developing
countries, in which authorities responsible for monitoring and regulating ships are not aware of
the full extent of vessels flying their flag.?”

Flag states that delegate responsibilities to private companies often have limited visibility on
vessels flying their flag, which means carrying out their flag state responsibilities is near impossible.
Additionally, many of these third-party flagging companies provide a multitude of services,
including the incorporation of shell companies and flag registration across multiple flags. In turn,
these companies provide another degree of separation between a flag state, a vessel, and the
actual vessel owners. The influx of private companies, with close links to the shipping industry, to
manage flag registries creates another avenue for corrupt practices to undermine the effectiveness
of international frameworks designed to control vessel activity at sea.?®

In the absence of comprehensive due diligence for newly registered vessels, IUU operators
can continue to re-flag regardless of their past infractions, establish new shell companies, and
continue to contravene national and international regulations and laws.?° The prevalence of flags of
convenience in the fishing sector continues to undermine efforts to identity the ultimate beneficial
owners of fishing vessels and permits vessel owners to exploit jurisdictions where IUU fishing and its
associated offences are not adequately addressed through legal statutes, leaving no prosecutorial
avenue for pursuing the vessel and its owners.*°
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DATA GAPS ACROSS THE GLOBAL FISHING SECTOR

In the global fishing sector, data variability and inconsistency are major impediments to effective
regulation and monitoring. The lack of standardization of reporting requirements across national
and international fishery management bodies allows non-compliant vessels to operate across
jurisdictions. Inconsistencies across fishery management bodies are exacerbated by the absence
of publicly available information on vessel and fishing activity. Even in comparison to the larger
maritime industry, which is hampered by major gaps in data, the fishing sector is riddled with
loopholes.

Many key jurisdictions where fishing vessels and companies operate are considered generally
data-poor environments. Access to information is low because corporate or vessel data is not
required, digitized, or publicized by government or regulatory authorities. For example, in many
cases, national vessel registries and flag state registries continue to remain relatively inaccessible.
According to analysis by the Environmental Justice Foundation, “only a few states have so far
committed to making their fishing vessel registries, fishing license lists, and fishing authorization
lists public.™® While data inaccessibility is at times purposeful, it is also a result of low capacity to
report and record necessary information.

The complications resulting from limited data accessibility are exacerbated by the lack of uniformity
across lists of authorized vessels maintained by RFMOs. C4ADS observed that vessel owners and
operatorswere reported differently to RFMOs during investigations into vessels suspected or known
to be engaging in IUU fishing. RFMO reporting data includes extensive details on the identifiers of
fishing vessels with rather limited coverage of their owners and operators. In some cases, RFMOs
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do not publicize any vessel ownership data for vessels authorized to operate in their convention
area.”’ In the absence of repositories of aggregated vessel and ownership information, identifying
the owners and relationships behind these vessels is time-intensive. This creates challenges for
identifying and mapping ownership onshore. Regulators’ data is restricted to the most basic level
of vessel ownership while ultimate beneficial owners remain separated from the vessel by a series
of intermediate companies.

Finally, the lack of public repositories of vessel authorizations, license lists, and general registries
is further undermined by the lack of a unique vessel identifier (UVI) across all fishing vessels.“® A
UVIis a number assigned to a vessel from the point of construction through to disposal, regardless
of where it operates, what flag it flies, or which name it uses.*® Fishing vessels have largely been
exempted from the use of a UVI, which means that fishing vessels can change ownership, name, or
flags to evade detection and operate with little to no paper trail onshore. Flag states, RFMOs, and
national fishery authorities are unable to confirm vessel identity across registries if the information
remains opaque and irregular across jurisdictions. The lack of a UVI to trace vessels across registries
and over time means that vessels engaged in IUU fishing can alter vessel identifiers to continue
operating, as seen throughout our investigations.
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SECTION THREE

Convergence of IUU Fishing and Broader lllicit Activity

The opacity ofthe globalfishingindustry meansthat the seafood sectorisvulnerable toopportunistic
actors looking to capitalize on a profitable and low-risk industry. As a result, the fishing sector
is exposed to a greater range of illegal activity that is not traditionally associated with fisheries
management concerns. C4ADS observed convergence with other illicit activities in over 60% of our
investigations into IUU networks for this report, supporting existing analysis by the UNODC and
other organizations that IUU fishing is linked to a wide array of offenses and illicit activities across
the supply chain. The crimes observed in convergence with |IUU fishing across our sample of 29
investigations include:

CRIME TYPE DESCRIPTION # OF INVESTIGATIONS

IUU fishing converges with other types of illicit activity in multiple distinct ways. In regards to crimes
such as document and customs fraud, these activities directly facilitate the integration of IUU catch
into the seafood supply chain and allow companies to insulate profits accrued from illegal fishing
operations.' [UU operators rely upon these fraudulent and illegal practices to gain access to legal
supply chains while maximizing profits and disguising the origin and traceability of IUU catch.

In the case of human trafficking or organized crime involvement in the seafood sector, the links
between IUU fishing and these activities suggest financial motivations enabled by the low risk of
detection. Fishing companies seeking to cut operational costs can exploit cheap labor sourced from
developing countries to work on fishing vessels. Meanwhile, opportunistic actors that are involved
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in other criminal activity not directly linked to IUU fishing activities can engage in the trade of illicit
seafood products as a less risky source of additional revenue. These actors are incentivized by a lack
of scrutiny of lUU activities and as a result, lower associated financial and legal risks in comparison
to other crimes.? 3

While IUU fishing continues to be framed as a fishery resource management issue, noncompliance
will remain relatively safe and rewarding. Fines and legal action in response to IUU fishing have not
been commensurate with the severity of its impact or the variety of crimes associated with it.*
By some estimates, penalties paid for IUU fishing amounted to less than 3% of the total value of
IUU catch.®> These penalties and fines can simply be accounted for as the cost of doing business.
Additionally, the low penalties for IUU fishing and its associated offenses mean that investigations
into these activities have not been prioritized by law enforcement.®

But law enforcement can use |IUU fishing an important indicator for the detection of actors more
directly engaged in other potential illicit activities. The convergence of |IUU fishing with other
types of criminal activity highlight the economic and political risks it poses beyond issues of
sustainability. These risks include the reduction of revenues for developing countries most affected
by IUU fishing, the destabilization of job and food security, and the deterioration of legitimate and
effective governance and fisheries management while fueling violence and corruption onshore.”
IUU fishing is not just a fishery management or sustainability issue, but is also compounded by
other illicit behavior and vast amounts of money.

A greater range of enforcement actions should be available to authorities to address IUU fishing
through increased international collaboration and inter-agency cooperation, domestically and
internationally. By expanding the focus of investigations into IUU fishing to encompass onshore
networks as well as the activities of the vessels themselves, we can begin to see how devastating
the actual impacts of IUU fishing are. Existing regulatory and enforcement frameworks need to
expand the scope of their current approach to address IUU fishing as a predicate offense for other
illegal activities and its convergence with crimes that in some cases directly facilitate the laundering
of IUU catch into the legal supply chain.

In this section, we examine three points of convergence identified throughout our investigations
into IUU fishing. These include human trafficking and forced labor, document and customs fraud,
and the infiltration of organized crimes groups and corruption within the IUU fishing supply chain.
Absent greater transparency and an enforcement approach that addresses the at-sea and onshore
activities of entities engaging in IUU fishing, bad actors will continue to exploit a vulnerable industry
and sustain destructive illicit practices, including those beyond the scope of illegal fishing.

HUMAN TRAFFICKING AND FORCED LABOR

Human trafficking and forced labor abuses were documented in nearly 50% of our investigations
into IUU networks. IUU actors will often skirt labor rules to lower operating costs and maximize
profits. To do so, vessel owners will seek vulnerable labor through networks of recruiters, manning
agencies, and regional facilitators to move laborers from source country to fishing vessels.® Limited
regulations and oversight, as well as a lack of transparency, means the process of recruitment often
conceals the links between the worker, the recruiter, and the fishing company.

At the point of recruitment, vessel owners rely on manning agencies to source and contract cheap
labor through local recruiters for distant water fleets. These manning agencies serve as the bridge
between fishing companies and recruited labor and provide an additional level of insularity for
fishing companies. During the process of recruitment, fishing companies may not appear on a
recruitment contract at all'® According to our analysis of crewmember testimonials and labor
contracts, these laborers often do not know who they will be working for or where the vessel
is operating. Workers are also forced to sign contracts in multiple languages that can include
undisclosed fees or penalties. The terms of these contracts are also subject to change. For example,
wages may be reduced or the length of their contract may be extended without their knowledge."
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At sea, fishermen are increasingly vulnerable to exploitation and abuse. In the pursuit of profit,
the owners and captains of vessels engaging in IUU fishing will often exploit their crews to the
fullest extent possible, subjecting them to violence or withholding food if they refuse to work."?
Crewmembers' inability to communicate with those onshore combined with the vessel's active
avoidance of regulatory authorities at port, means these workers remain at sea for prolonged
periods of time with no means of escaping the conditions on board. Ultimately, workers are subject
to the whims of a vessel's captain and face the risk of violence, and even death, if they attempt
to resist. For example, on the Chinese-flagged Tai Hong 1, laborers were reportedly threatened at
gunpoint by the Chinese captain and refused food when there was no catch while operating off
the coast of Tanzania.® Due to the remote nature of these crimes, a lack of physical evidence, and
crew intimidation, there are few avenues for recourse available to crewmembers.™

Vessels engaging in IUU fishing also often lack critical safety and health equipment, leading to
substandard safety and inhumane working conditions in violation of international requirements.””
These vessels violate international regulations concerning safety and working conditions by flying
flags of convenience, evading authorities, or prolonging activity at sea to avoid inspection at port.
The risk to crewmembers’ safety is exacerbated by the use of falsified documents such as medical
records, basic safety training certificates, and seamen’s books to expedite the recruitment of
workers.* The use of fraudulent documentation saves fishing companies and recruitment agencies
the cost of training to the detriment of workers who are exposed to illness, injury, and a lack of
preparedness for overseas fishing expeditions.

For example, the Taiwanese-flagged Fuh Sheng 11 was detained at the port of Cape Town for
substandard working conditions in May 2018. Crewmembers recounted the repeated human rights
abuses they were subjected to at the hands of the vessel's captain and owners. While at sea, the
crewmembers reported that they were repeatedly beaten by the captain, forced to work 22-hour
shifts, and suffered from illness and injury due to the lack of safety equipment and health standards
onboard the vessel” In addition to the physical abuse allegedly suffered by these fishermen, they
also reported that they were consistently underpaid and ordered to engage in shark finning and
other illegal practices at sea.’® ®
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DOCUMENT & CUSTOMS FRAUD

The prevalence of customs and document fraud undermines mechanisms to improve traceability
and counter |IUU fishing. C4ADS observed customs or document fraud in nearly 40% of our
sample of 29 investigations into IUU networks for this report. Companies and vessels use falsified
documentation to obfuscate the country or vessel of origin to land and profit from illegally
harvested catch. These types of fraud can disguise the species, origin, and amount of catch landed
and sold, undercutting effective implementation of conservation and marine species management
programs.** Additionally, fishing companies seeking to evade taxes or oversight by customs
authorities may land catch at private facilities or ports with limited capacity to oversee vessels
landing catch, otherwise known as ports of convenience. The use of these facilities permits vessels
to more easily misreport the value, quantity, or species within the catch.*®* These ports have also
been known to be susceptible to bribery and corruption as port officials overlook irregularities and
potential fraud.*® The lack of oversight means companies can fraudulently label exports destined
for foreign markets to avoid higher import and export duties or prohibitions on the trade of certain
species.

One example is the trade in shark fins between Ecuador, Peru, and East Asia. This trade is driven by
demand for shark fins in East Asia, with Hong Kong being a major export destination for shark fins
from Peru.’” A modus operandi used by Peruvian companies is to import shark fins from Ecuador,
where shark fishing is prohibited, to Peru via land routes.*® These companies are able to traffic
and launder catch through onshore trafficking networks before using falsified documents or no
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documentation at all to export to buyers in mainland China and Hong Kong.*®

By omitting information or using fraudulent documentation to inaccurately represent where the
catch originated, fishing companies and exporters alike launder illegally harvested catch into licit
supply chains. In turn, these seafood products enter distribution networks and are purchased by
possibly unknowing consumers and retailers. This perpetuates the cycle of IUU catch infiltrating the
seafood supply chain from point of catch through to the end-consumer. These fraudulent practices
also mean the fishing sector is vulnerable to tax-related crimes, undercutting revenues from
taxation and customs duties in developing and developed countries.“® The lack of transparency
and viable documentation to link IUU catch back to the companies and vessels involved in its
harvest and sale undermine the attribution of the crime to those ultimately responsible.

ORGANIZED CRIME GROUPS & CORRUPTION

Organized criminal syndicates have also been observed engaging in the sale and movement of
illicit seafood products. As the demand has inflated the value of specific species, such as shark fins
and totoaba bladders, criminal organizations have begun to use this trade as an additional source of
revenue.Actorsassociated withcriminalorganizationscanleverage established networks, trafficking
routes, and contacts to apply the same methods used in other illicit activities to trafficking seafood
products. The introduction of increased organizational structure and operational capacity means
that larger quantities are moved more effectively, exacerbating existing limitations to adequately
monitor and detect the illicit trade in protected species. While limited attention is paid to these
illicit supply chains, these actors exploit corrupt public officials and weak regulatory oversight to
profit from the trade in illicit seafood products.

In our investigations into the totoaba trade in Mexico, known narcotics traffickers and individuals
with connections to criminal organizations have been identified as profiting from the harvest and
trafficking of totoaba. These members of organized criminal groups are able to take advantage of
the high value of totoaba bladders in overseas markets, predominately in East Asia, while facing
lower associated risks as opposed to trafficking other illicit products like cocaine. Specifically,
members of criminal organizations have subsidized and contracted some groups of local fishermen
to harvest totoaba for them.#

Seafood supply chains are susceptible to infiltration by criminal organizations, particularly due to
the involvement of corrupt law enforcement and public figures. One prominent network based
in Mexico, the Aispuro Network, at one point reportedly consisted of at least 14 police officers in
addition to current and former ministerial officers.*> According to an investigation by the media
outlet Zeta, individuals within the Aispuro network had alleged connections to the Sinaloa cartel
and relied on former ministerial officers to act as a conduit between the illicit network and local
municipal officials.*® 44 Several members of this network, including the central figure of the group,
have been arrested since 2017 in possession of narcotics, firearms, and in some cases, totoaba
bladders.*> Ultimately, networks with connections to criminal organizations, including cartels, in
the Gulf of California in Mexico have introduced violence, weapons, drugs and increased corruption
into the supply chain. This has destabilized already weak enforcement and regulatory mechanisms
to control the totoaba trade.“®
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Case Study: A Large Chinese Fishing Conglomerate & Convergence

Fuzhou Honglong Ocean Fishing Co., Ltd. ({&N 7 15 EE K ™=

BFR2A]) is a Chinese fishing company licensed to conduct '. ILLECAETHRANSSHIEMENT A1 SEA
distant water fishing and operates across the North and
Southeast Pacific Ocean, the Atlantic Ocean, and the z

Indian Ocean.“” “8 The company and its ultimate beneficial S T
owner have been linked multipleillegal activities, including
allegations of IUU infractions,* bribery of officials,*® and
the use of forced labor onboard vessels subcontracted
through an affiliate company in Indonesia.”!

C4ADS's investigation began with the detention of the _z\ml-;,c
Fu Yuan Yu Leng 999, a reefer, in the Galapagos Marine
Reserve on August 13, 2017. The Ecuadorian coast guard
discovered 300 tons of catch onboard, including 6,620 CONNECTION TO A STATE-OWNED
sharks.>? 53 4 When the crewmembers of the Fu Yuan Yu
Leng 999 were questioned in court on August 27, 2017,

ENTERPRISE

they claimed that the 300 tons of fish were received from two Taiwanese flagged ships: the Hai
Fang 301 and the Hai Fang 302.>> Additionally, according to crew members on the Fu Yuan Yu
Leng 999, the transshipments occurred between the 5th and 7th of August over a thousand
kilometers northwest of Galapagos.*® >’ However, the Fu Yuan Yu Leng 999 was not included in a list
of registered carrier vessels by the Inter-American-Tropical-Tuna-Commission (IATTC) at the time,

so any transshipments it engaged in would be considered illegal.>®

Subsequent analysis of the historical AlS transmissions of the Fu Yuan Yu Leng 999 contradict the
claims that it met with the Hai Fang 301 and Hai Fang 302. Rather, before the Fu Yuan Yu Leng 999
was detained by Ecuadorian authorities in the Galapagos Marine Reserve, its AlS transmissions
indicate that it may have held alleged at-sea meetings with up to four other ships between August

5 and August 7.°° The alleged meetings include:

ALLEGED AT-SEA MEETINGS O

FU YUAN YU 7866 VESSEL PATH
FU YUAN YU 7861 VESSEL PATH
FU YUAN YU 7865 VESSEL PATH
FU YUAN YU 7862 VESSEL PATH

DRIFTING AT A SPEED OF 3 KNOTS
OR BELOW

AUGUST 5 AUGUST 5 - 6
15 HOUR MEETING WITH THE FU YUAN YU 7866 13 HOUR MEETING WITH THE FU YUAN YU 7861

AUGUST 13, 2017
FU YUAN YU LENG 999 SEIZED

¥

4

AUGUST 6 AUGUST 6 -7 C4ADS ANALYSIS OF E
12 HOUR MEETING WITH THE FU YUAN YU 7865 9 HOUR MEETING WITH THE FU YUAN YU 7862 MARITIME DOMAIN A\
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CONCLUSION & RECOMMENDATIONS

C4ADS's investigations into IUU fishing demonstrate the continued centrality of onshore actors in
IUU fishing and further suggest that IUU operators are dependent on key gaps in the current design
of regulatory frameworks within the global fishing sector. Fundamentally, a lack of transparency
enables those ultimately benefiting from IUU fishing to engage in a variety of offenses that facilitate
the integration of IUU catch into global seafood supply chains, and jeopardize the economic security
of individuals, communities, and governments across the world.

Our investigationsinto IlUU networks highlight the necessity of expanding the scope of enforcement
action against IUU fishing, and drawing attention to the transnational networks behind this activity.
Collectively, our case studies show that with the right combination of tools, IUU fishing activities at
sea and convergent crimes onshore can be linked to the networks that ultimately profit from the
illicit activity. However, it is clear that enforcement needs to adopt measures to more effectively
identify and understand the major facilitators that are based onshore, including non-compliant
flag states, the ultimate beneficial owners of fishing vessels, and other actors exploiting the fishing
sector. Without the continued support of these key actors, IUU fishing vessels at sea would have
fewer opportunities to land and launder illicit catch, diminishing the associated profits. IUU fishing
can only be adequately addressed through cross-jurisdictional investigations, laws, and regulations
targeting the entities behind the fishing vessels.

The consequences of low transparency and a lack of accountability in the global fishing sector
extend far beyond issues of sustainability. These vulnerabilities also directly facilitate the extortion
of revenue from states and undermine the legitimacy of governance and the legality of the seafood
supply chain around the world. Ultimately, C4ADS found that:

* Broad regulatory loopholes prevent relevant authorities from holding IUU vessel owners to
adeqguate standards of due diligence and information reporting.

Recommendation: RFMOs, flag states, and coastal states must increase reporting
requirements for vessels and vessel owners to create a model of enhanced
due diligence. To do so, these entities should require vessel owners to report
ultimate beneficial ownership when registering with a flag state or requesting
authorization to fish. Access to ultimate beneficial ownership information would
help regulatory and enforcement efforts detect, track, and disrupt investment in
illegal fishing vessels within the fishing sector.

* A lack of uniform or aggregated vessel registries including vessel authorization, license,
and ownership information across the global fishing industry means vessels historically
implicated in IUU fishing can continue to operate with impunity.

Recommendation: RFMOs, flag states, and coastal states should standardize and
publicize lists of authorized vessels to improve visibility of global fishing operations.
The development of the Global Record of Fishing Vessels by the FAO is a significant
step in the right direction. However, these lists would be strengthened further by
the development of a universal unique vessel identifier for the global fishing fleet
that can be used to confirm vessel identity from point of construction, including
changes in name, flag, or ownership. Access to this information would curtail lUU
operators’ ability to tamper with vessel identity to gain access to ports, fishing
grounds, and flag registrations.

* |UU operators are able to exploit non-compliant flag states and ports of convenience to
continue operating at sea and land IUU catch with limited regulatory oversight and risk of
detection.
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Recommendation: Regulators and RFMOs should work to increase the
accountability of non-compliant flag states and port states. While steps to address
the role of ports of convenience are already underway with the implementation of
the Port States Measures Agreement (PSMA), which requires increased reporting
from vessels attempting to land at port, other measures are required. To increase
accountability, countries should be encouraged to publish a record of registered
vessels and require vessel owners to report ultimate beneficial ownership
information. Additionally, countries should publicize any legal or administrative
actions taken against fishing vessels to increase awareness of non-compliant
vessels and vessel owners. In response to non-compliant flag states and port
states, governments and NGOs should provide resources and trainings to build
capacity for improved monitoring and inspections by customs, port, and fishery
management officers. In the absence of reform, greater restrictions can be placed
on the import of seafood products from non-compliant countries.

* Weak existing penalties for IUU fishing allow companies and individuals to factor in
associated fines as a cost of doing business.

Recommendation: IUU fishing should be targeted alongside the crimes closely
linked toit, including document and customs fraud, human trafficking and forced
labor, money laundering, and more. Addressing IUU fishing in conjunction with
its associated crimes can establish new avenues for enforcement to go after bad
actors in the fisheries sector. To do this, trainings are necessary to build capacity
for inter-agency cooperation that includes fishery officers. Additionally, domestic
fishery statutes should be updated and standardized across jurisdictions to more
clearly define IUU fishing infractions, increase penalties, and hold the ultimate
beneficial owners of the vessel responsible as opposed to the crew. Penalties that
are proportional to the value of the vessel's IUU catch or the value of the company’s
revenue will be more effective as an appropriate deterrent without causing undue
harm to small-scale fishermen.

Ultimately, a poorly regulated and opaque global fishing industry enables IUU operators to function
with limited risk of detection or punishment. Focusing on the onshore networks and facilitators
behind IUU fishing vessels can help law enforcement more effectively attribute IUU activity to
not only vessels, but also to those who ultimately profit from their behavior. Large-scale reform is
needed in the global fishing sector to improve how vessel owners report ownership information
and prevent the exploitation of opaque jurisdictions and flag states. Without adequate laws and
regulations to enforce transparency among vessels at sea and their owners onshore, the ecological,
economic, and security risks posed by IUU fishing will continue unabated.
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