C4ADS

innovation for peace

LETHAL EXCHANGE:
SYNTHETIC DRUG NETWORKS




ABOUT C4ADS

C4ADS (www.c4ads.org) is a 501(c)(3) nonprofit
organization dedicated to data-driven analysis and
evidence-based reporting of conflict and security
issues worldwide. We seek to alleviate the analytical
burden carried by public sector institutions by applying
manpower, depth, and rigor to questions of conflict
and security. Our approach leverages nontraditional
investigative techniques and emerging analytical
technologies. We recognize the value of working on
the ground in the field, capturing local knowledge,
and collecting original data to inform our analysis. At
the same time, we employ cutting edge technology
to manage and analyze that data. The result is an
innovative analytical approach to conflict prevention
and mitigation.

© C4ADS 2020

LEGAL DISCL AIMER

The mention of any individual, company, organization,
or other entity in this report does not imply the violation
of any law or international agreement, and should not
be construed as such.

COVER IMAGE
Front cover art by Nguyen Anh Nghiet

ABOUT THE AUTHORS
Michael Lohmuller is a Senior Analyst at C4ADS on

the Natural Resources Cell, where he specializes in
transnational narcotics networks. Michael received his
undergraduate degree in History from Boston College
and a Master’s in Security Studies from Georgetown
University. He has lived and worked in Colombia and
Guatemala.

Nicole Cook is an Analyst at C4ADS on the Natural
Resources Cell, where she specializes in transnational
narcotics networks. Nicole received her undergraduate
degree in International Relations and Chinese Studies
from the College of William & Mary. She has lived and
studied in China.

Logan Pauley is a former Analyst at C4ADS on the
Natural Resources Cell, where he specialized in
transnational narcotics networks. Logan received his
undergraduate degree in Asian Studies from Centre
College and a Master’s in International Politics and
China Studies from the Hopkins-Nanjing Center. He
was formerly a Scoville Fellow in the China program at
the Stimson Center. He has lived and studied in China
and Taiwan.

ACKNOWLEDGEMENTS

C4ADS would like to thank all those who provided
input and shared knowledge during the course of
our research. The authors extend special gratitude
to the peer reviewers of this report for their insightful
feedback and advice. Finally, the authors are grateful to
numerous others on the C4ADS team, whose support
was invaluable throughout the writing of this report.

OUR TECH PARTNERS

C4ADS would also like to thank its technology
partners, whose software and systems are integral to
the integrity and quality of our research and analysis.

dWS

ANALYSIS POWERED BY

Q Palantir
WINDWARD"®

Lethal Exchange: Synthetic Drug Networks in the Digital Era

TABLE OF GONTENTS

EXECUTIVE SUMMARY

ABBREVIATIONS & DEFINITIONS

METHODOLOGY
Gaps & Biases

SECTION | -THE ORIGINS OF SYNTHETIC DRUG SUPPLY
Box: Drug Scheduling & Fentalogues

SECTION Il - PRODUCER & SELLER TYPOLOGIES
Fentanyl Synthesis & China’s Ban

Chinese Chemical Labs

Online Advertising

Box: Gaosheng Biotech’s Finances

Box: Determining Fentanyl's Origin

SECTION Illl - WHERE PRODUCTION MEETS DEMAND

Clear Web Sales Platforms & Advertising Tactics

Independent Websites & The Supporting Role of Social Media
Box: Dark Web Trends

SECTION IV - EMERGING TRENDS
Isotonitazene
Password-Protected Marketplaces
COVID-19 & “Dropshipping
Emerging Production Hotspots
India
Southeast Asia’s Golden Triangle
Mexico

CONCLUSION & RECOMMENDATIONS

04

06

08
09

10
12

13
14
15
19
21
23

25
26
28
31

33
34
34
36
37
37
38
38

39

Lethal Exchange: Synthetic Drug Networks in the Digital Era



EXEGUTIVE SUMMARY

The illicit synthetic drug networks that fuel the ongoing opioid epidemic

in the United States continue to evolve and adapt to changing incentives

and pressures, finding innovative ways to exploit technology and increased

global interconnectivity. C4ADS investigated these drug supply chains,

conducting extensive multilingual analysis of Chinese corporate entities,

the clear web, and social media, in order to better understand the methods

by which they operate. This research has led to several conclusions:

The digital age has had a transformative role in
allowing synthetic drug networks to take root.

Fentanyl networks are among the world’s first digital
native drug networks. Global internet connectivity has
opened a new era of drug distribution by facilitating
direct-to-consumer transactions, rapid reaction to
enforcement trends, and the delivery of retail, rather
than wholesale, drug volumes through licit commercial
delivery services. Fentanyl is readily discoverable for
purchase on the clear web, though it is unclear how
persistent this trend will be over time. Once established,
digital interconnectivity makes it a relatively easy process
for buyers and producers to communicate and transact
directly, even though they may be located on opposite
sides of the world.

Chemical and pharmaceutical companies producing
illicit synthetic drugs are primarily located in China.

Many entities selling synthetic opioids on the open
internet are identifiable, and can often be linked to
formally registered businesses in China, home to
one of the world’s largest pharmaceutical industries.!
Chinese entities have been able to produce and export
illicit synthetic drugs with relative freedom for several
reasons. For instance, until recently, many chemicals
required to synthesize fentanyl were unregulated in
China, and were therefore legal to manufacture
and sell.
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Entities producing and selling illicit synthetic drugs
display common attributes and patterns of behavior
online.

Our investigations into Chinese companies and
networks potentially involved in the production of
illicit fentanyl revealed that these entities exhibit
similar characteristics. Chinese entities supplying illicit
opioids are overt, and actively and openly advertise
on the clear web. These same networks are adaptive
and quickly respond to enforcement pressure or legal
restrictions by adjusting advertising techniques or
changing chemical formulas to develop substances
that mimic the desired effect and fall outside of
existing drug controls. Relatedly, many illicit fentanyl
manufacturers are diversified and typically produce or
sell a wide array of chemicals, pharmaceuticals, and
controlled drugs.

Supply chains for illicit synthetic drugs have a global
reach due to innovations in chemical synthesis
and the exploitation of the international trade
infrastructure.

The digital age and global trade have allowed Chinese
synthetic drug networks to have a transnational
reach and establish relationships with clients abroad.
The synthesis of an ever-evolving array of chemical
substances keeps producers one step ahead of
international drug controls. The extreme potency of
these substances also facilitates easy concealment in
small packages and envelopes. In light of the volume
of international mail and trade that occurs on a daily
basis, it becomes a nearly impossible task to detect or
interdict all illicit substances. These factors, however,
are not unique to China, and the geographic scope
of synthetic drug supply appears to be becoming
more diffuse, with India, Mexico, and Southeast Asia’s
Golden Triangle region all emerging as new or potential
production hotspots.

The emergence of fentanyl and other synthetic drugs has become a US and international public health crisis

due to the convergence of complex, disparate global trends. The factors underlying the US opioid epidemic will

continue to evolve as technology and chemical synthesis adapt to external pressures and incentives. Likewise,

understanding, anticipating, and disrupting these global synthetic drug networks will require consistent adaptation

and creative solutions.
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ABBREVIATIONS &
DEFINITIONS

Benzodiazepines

A class of psychoactive drugs that are intended to combat anxiety and
insomnia. The most well-known benzodiazepines are Xanax and Valium.

Novel Synthetic Opioids

An emerging class belonging to new psychoactive substances (NPS) that includes
various analogs of fentanyl and newly emerging non-fentanyl compounds.

Buyer An individual purchasing opioids or other synthetic drugs

CAS CAS: Chemical Abstracts Service

CBP CBP: United States Customs and Border Protection

CcDC CDC: United States Centers for Disease Control and Prevention

Chemical Aggregator

An online platform that brings together product information, product
listings, company profiles, and often e-commerce capabilities from different
companies.

Chemical Registration Number

A numeric, universal identifier used to codify chemical substances.

NFLIS The National Forensic Laboratory Information System (NFLIS), a program of
the DEA that collects data relevant to illicit drug seizures, overdoses, and
toxicology reports.

NPS New Psychoactive Substances, as defined by the UNODC, are “substances

of abuse, either in a pure form or a preparation, that are not controlled

by the 1961 Single Convention on Narcotic Drugs or the 1971 Convention
on Psychotropic Substances, but which may pose a public health threat.”
According to the UNODC, “the term ‘new’ does not necessarily refer to new
inventions — several NPS were first synthesized decades ago — but to
substances that have recently become available on the market.”

Online Marketplace

An online platform where a buyer is able to purchase goods.

Clear Web The collective internet that is openly accessible on standard web browsers
and is indexed by standard online search platforms.
CND The United Nations Commission on Narcotic Drugs

Custom Synthesis

A service offered by chemical and pharmaceutical companies, sometimes
licitly and sometimes illicitly, for clients to request synthesis, production and/
or sale of chemical substances not listed on a given website.

Opioid

A generic term applied to opiates and their synthetic analogues, which can be
semi- or fully synthetic, with actions similar to those of morphine. Synthetic
opioids are structurally diverse, can be extremely potent, and include a variety
of substances, including a number of fentanyl derivatives.®

Precursor Chemical

Broadly refers to chemicals that are employed in the manufacture of drugs.®

PAI

Publicly available information, which is any general media, social media,
public record, commercial database, gray literature, audio, imagery or expert
interview that can be legally purchased, obtained, or created by the public.”

Dark Web A collection of websites not accessible by standard web browsers and not
indexed by clear web online search platforms. Encrypted browsers, such as
Tor, are required to access dark web sites.

DEA United States Drug Enforcement Administration

Deep Web A collection of websites that are accessible on standard internet browsers but

are not indexed by standard search platforms.

Drug Scheduling

The practice of classifying, or listing, a drug based on its medical utility and
potential for harm.

Research Chemical

A term used to refer to a chemical substance which is not sold for human
consumption, but rather for research purposes. This terminology is often used by
illicit drug vendors to maintain plausible deniability in online advertisements.

E-commerce Platforms

Websites used to engage in the electronic buying or selling of products over
the internet.

Fentalogue

A portmanteau of fentanyl and analogue. A chemical substance that has a
base chemical structure of fentanyl, with particular changes made to the

chemical make-up to create a different form of the drug, producing varied
effects for users. Sometimes referred to as a “fentanyl-related substance.”

Fentanyl

A short-acting, highly potent synthetic opioid with narcotic analgesic
properties.?

INCB

International Narcotics Control Board

Masked Precursors

Term for precursors that are uncontrolled but can be easily converted into a
controlled precursor. Also referred to as “pre-precursors.” ®
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Synthetic Cannabinoid

A synthetic chemical that, upon consumption, binds to the same receptors as
cannabis. lllegal Synthetic Cannabinoids (often known as “incense,” “spice,” or
“K2") are often diluted into liquid spray, applied to dried vegetable matter, and
sold as cannabis alternatives.

Synthetic Cathinone

A synthetic chemical that is structurally related to the substance found in khat,
a plant grown in East Africa and southern Arabia. Synthetic Cathinones (often
known as “bath salts”) are often used as cheaper substitutes to stimulants.

Synthetic Drug Synthetic drugs are chemical compounds produced in a laboratory. They can
be produced commercially by drug manufacturers for valid medical purposes
or illegally in clandestine laboratories for recreational use.

UNODC The United Nations Office on Drugs and Crime

Vendor A single seller of products, either a company or an individual.
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METHODOLOGY

The research contained in this report is the result of extensive multilingual analysis of publicly available information.
To understand global supply chains for illicit synthetic drugs, we collected information from a wide array of sources,
including social media, e-commerce platforms, company websites, corporate records, cryptocurrency transactions,
and the dark web. Our research was also informed through discussions with a number of partners and collaborators
in government, academia, the private sector, and international organizations.

We employed a variety of tools and software to gather and analyze data, including Palantir to assess connections
between entities and analyze large datasets. We relied on Webhose to collect data from marketplaces on the dark
web and, when necessary, accessed these marketplaces directly for follow-up research. The tool Cobwebs was
particularly valuable for researching known identifiers of entities of interest and discovering additional linkages in open
source media, including on social media accounts. Finally, CipherTrace was used for blockchain analysis of Bitcoin
transactions.

In order to gain a more comprehensive view of illicit synthetic drug supply chains, we collected and analyzed data
on all identified synthetic drug seizures globally from January 1, 2017 to July 31, 2019.%2 This database, the C4ADS
Synthetic Drug Seizure Database, contains 4,621 seizures, 1,333 of which included fentanyl.

We also built a Synthetic Drug Supplier Database containing information on 103 entities that openly advertised
synthetic drugs on a variety of websites, prioritizing those located in China. This database — which includes physical
addresses, affiliated individuals, e-mail addresses, and, when available, corporate registry information — was not
intended to represent the entire marketplace for illicit synthetic drugs online, but rather to reveal commonalities in the
operations of synthetic drug suppliers.
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Gaps & Biases

The reliability of the data we compiled on synthetic drug seizures and online sellers is dependent on and limited by a
variety of factors.

Drug seizures, while important for estimating the scale of total drug flows, represent only a fraction of trafficking
attempts, and do not necessarily reflect the main trends in drug supply chains. Moreover, drug seizures represent only
those “unsuccessful” trafficking instances wherein a shipment fails to reach its intended end-user. Public reporting
of drug seizures also tends to lack important contextual information, such as product origin and final destination, the
results of laboratory tests to determine the specific analogue or type of substance seized and its purity, or the precise
volume or quantity of drug seized. These limitations inhibit our ability to trace individual seizures to specific production
networks or to fully understand the true scale of synthetic drug supply.

Separately, two distinct problems accompanied the collection of synthetic drug seller data. First, an ever-changing global
legal regime and growing attention placed on fentanyl resulted in many websites and advertisements being removed,
blocked, or altered during the course of our research, which distorted the picture we were able to paint of the global
fentanyl trade.® Second, a number of obstacles made it difficult to prove the authenticity of data provided by company
profiles or websites. For instance, synthetic drug supply chains rely on anonymous and/or encrypted communication
channels and platforms, and many sellers use false or incomplete information. In cases where information, such as a
factory address, appeared to be falsified, we conducted extensive investigations into the company’s activities on both
the clear and dark web, and potential corporate registration information, to find more reliable identifying information.
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THE ORIGINS OF
SYNTHETIC OPIOID
SUPPLY
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Since the turn of the millennium, opioid abuse in the
United States has skyrocketed — the US Center for
Disease Control and Prevention (CDC) estimates that
between 1999 and 2018 nearly 450,000 people died
from an opioid overdose.” In 2018 alone, opioids were
involved in approximately 47,000 overdose deaths —
nearly six times the number of deathsin 1999." Of these
deaths in 2018, over 31,000 (67%) involved synthetic
opioids.” These changes - the increasing lethality of
opioids and the emergence of synthetic opioids — took
place as part of three distinct waves of opioid use in
the United States.”

The first wave of the opioid epidemic began in the
late 1990s with the over-prescription of opioid pain
relievers, which pharmaceutical companies assured
the medical community were non-addictive*®
Contrary to these initial claims, however, opioids can
be addictive,'® and their widespread over-prescription
corresponded with increased levels of drug misuse
and dependence.

A second wave began in 2010, when many users,
now addicted but unable to obtain renewed doctor
prescriptions, turned to alternative substances. This
included heroin, the use of which led to rapid increases
in overdose deaths.”

The third (and current) wave of the opioid epidemic

began in 2013. This wave is characterized by
“significant increases in overdose deaths involving
synthetic opioids, particularly those involving illicitly
manufactured fentanyl.””® The advantage of fentanyl,
from the perspective of a producer or supplier of black-
market narcotics, is that it can be made in a laboratory
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relatively cheaply.® Its extreme potency also means
it can be diluted with other substances, or “cutting
agents,” to create more product, thereby increasing
profits.?? As a result, suppliers began mixing fentanyl,
a synthetic opioid 50 to 100 times more potent than
morphine,?’ with heroin and other illicit substances,
as well as pressing it into counterfeit pills to mimic
the look of mainstream prescription painkillers.?2 The
unfortunate consequence of this is that many users,
who are not necessarily demanding fentanyl, are
unaware that it is in their drugs, and subsequently
overdose.

The three waves of the US opioid crisis have presented
distinct challenges compared to past drug epidemics.
For one, it has affected the US population across a
broad demographic and socioeconomic spectrum,
as compared to the crack cocaine epidemic in the
1980s or the methamphetamine crisis of the 1990s.2°
It has also seen innovations in how drug supply
chains operate, with technology and the internet
increasingly serving as a means for buyers and
sellers to connect. Furthermore, since agricultural
inputs are not needed for synthetic drug production
- in contrast to heroin, which is made from poppy
plants - manufacture can occur wherever the
appropriate lab equipment and chemical ingredients
exist.

Overall, increased global trade and internet
connectivity has disrupted traditional drug supply
networks, reducing barriers to entry and linking buyers
and sellers. This, in turn, has created new challenges
for understanding and countering the international
networks supplying illicit synthetic drugs.




SECTION I

PRODUCGER & SELLER

TYPOLOGIES

To meet burgeoning US and global demand for opioids,
producers of fentanyl and other synthetic drugs
have consistently modified their operations to evade
investigation and prosecution. Whether by altering
chemical production or online sales techniques,
we found that players in the global market for illicit
fentanyl were quick to adapt to shifts in international
and domestic chemical controls. The influence of
legal changes on synthetic drug supply is perhaps
best illustrated by the Chinese government’s decision
to institute a ban on all “fentanyl-like substances” in
May 2019.%8 This led to a noticeable shift in the types
of chemicals that were overtly advertised on the
internet and how such products were marketed, with
uncontrolled substances in particular becoming more
prevalent.

Distinguishing drug producers from suppliers,
and identifying companies engaged in illicit
drug synthesis, is a persistent challenge due to
the use of misleading or incomplete identifying
information. We identified many online sellers
that claimed to produce their own substances
and were often able to link these entities to
legitimately registered businesses in China’s
corporate registry system. One specific
company, Gaosheng Biotechnology Co., Ltd.,
seemed to exemplify how many synthetic drug
sellers systematically exploit the internet, and is
further discussed below.
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Fentanyl Synthesis & China’s Ban

In April 2019, the Chinese government announced that, effective May 1, 2019, it would control all fentanyl analogues in
the country.® The decision, in part, was due to US pressure on China to increase oversight of fentanyl production and
curb exports of the drug to the United States.*® Instead of halting the production of fentanyl, however, China’s ban led
to a shift in advertising and production techniques designed to exploit loopholes in the new chemical controls.

Importantly, while China’s May 2019 ban made all forms of fentanyl illegal, it did not schedule all precursor chemicals
used to make fentanyl.#! Prior to the ban, China had already scheduled the two main fentanyl precursors: NPP and
4-ANPP.42 After May 2019, marketing for at least four fentanyl precursor substitutes for NPP and 4-ANPP became
increasingly common on the clear web. All four of these substances were uncontrolled in both the United States and
China at the time.*® These substitutes included “masked” precursors, or chemicals that are designed to disguise their
relation to a scheduled substance, but from which scheduled precursors can be easily obtained. 44 4°

Figure 1: Four fentanyl precursor substitutes that became increasingly advertised after May 2019.

UNMASKED PRECURSOR SUBSTITUTES
X
HO OH
H
N~
IUPAC: N-phenylpiperidin-4-amine N IUPAC: Piperidone Monohydrate Hydrochloride
% CAS: 99918-43-1 |l| CAS: 40064-34-4
'I\l CAS: 23056-29-3 CAS: 320589-77-3
H
MASKED PRECURSORS SUBSTITUTES
CH,
HiN H3c—~— CH,
(@) 0]
IUPAC: 1-Boc-4-(Phenylamino) N IUPAC: 1-(tert-Butoxycarbonyl)
N piperidine -4-piperidone
/& CAS: 125541-22-2 CAS: 79099-07-3
(0] O
(0]
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Forinstance, in September 2019, months after China’s fentanyl ban took effect, searching Alibaba for “99918-43-1" the
CAS number for the fentanyl precursor 4-AP, yielded over 100 different sales listings from 29 different companies (for
an example, see Figure 2). The companies posting these advertisements often claimed to synthesize the chemicals
themselves.

Figure 2: An example advertisement f the fentanyl precursor 4-AP on Alibaba. Source: Alibaba.com

FHENYLFIPERIDIN- 4 - AMINE DIHYDROCH! DRIDE

$2 00-$32.00
1000 Grams:
1 touy

This transition by Chinese chemical companies to marketing uncontrolled fentanyl precursors is indicative of the
creative modifications possible for producing illicit synthetic opioids that, though chemically “different,” can be used
to synthesize fentanyl. Such adaptations are facilitated by the fact that many illicit synthetic opioid manufacturers
offer a diverse array of chemicals or drugs, including legal products. This variety not only allows manufacturers to shift
from illegal to legal chemical production quickly in order to circumvent controls, but also offers opportunities to hide
illicit chemical production. This last point highlights one of the challenges in identifying actual companies and facilities
involved in the production of illicit synthetic drugs.

Chinese Chemical Labs

Conclusively identifying Chinese facilities where fentanyl and other substances are produced is difficult absent an
analysis of chemicals leaving a known laboratory. Nonetheless, clear web advertisements offer useful information
when searching for physical locations where fentanyl production occurs.

To conduct a more systematic analysis of companies potentially involved in the manufacturing of fentanyl and synthetic
drugs, and to understand the geographic distribution of illegal drug production in China, we developed the Synthetic
Drug Supplier Database. This dataset contains attributable information for producers obtained from the clear web and,
when possible, the Chinese corporate registry. In total, the database consists of 103 different Chinese entities that
advertised synthetic drugs on a variety of websites.

Lethal Exchange: Synthetic Drug Networks in the Digital Era 15



We uncovered several related trends when we analyzed the Synthetic Drug
Supplier Database.

First, of the 103 entities examined, over 50% advertised fentanyl along with other synthetic drugs —the most common
being synthetic cannabinoids, synthetic cathinones, methamphetamines, and novel dissociatives with effects similar
to ketamine. This suggests that most fentanyl suppliers have diversified product offerings.

Second, 65% of the suppliers analyzed have filings in the mainland China and/or Hong Kong corporate registries.*®
Many of these companies have links to larger corporate networks in China. In many of the identified instances,
it appeared that companies affiliated with multiple entities used these linkages to obfuscate ownership through a
complicated hierarchy of layered corporations.

Chinese corporate registry documents also reveal how illicit synthetic chemical suppliers describe their own business
operations. All companies registered in mainland China must include a description of their legal scope of business (£
E35E[El). For companies in the Synthetic Drug Supplier Database, the following keywords were particularly common in
scope of business descriptions and may be indicators of high-risk activity:

Figure 3: Keywords common in scope of business descriptions for companies in the Synthetic Drug Supplier Database.

HIGH RISK KEY WORDS

Instances

35
30
25
20
15

10

CHEMICALS IMPORT FOOD BIOLOGICAL  MEDICINES
(kT) & EXPORT PRODUCTS  TECHNOLOGY (E25)
(#HA) (Rdm) (=)
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Company naming conventions also
offer insight into how illicit synthetic
drug suppliers may operate. Chinese
business names are generally
structured to include an operating
location (e.g. Shanghai), industry
(e.g. management consulting),
and corporation type (e.g. limited
partnership). A company’s industry
and corporation type are typically
included at the end of their full
business name.*” Of the registered
companies included in the Synthetic
Drug Supplier Database, the
three company “types,” or name
endings, seen in Figure 4 were most
prominent.

“Biological technology” companies
are not only prevalent within our
Synthetic Drug Supplier Database,
they are also a relatively common
“type” of company within the
Chinese pharmaceutical and
chemicals industries, with more
“biological technology” companies
than any of the other name endings
listed in Figure 4.48

The Synthetic Drug Supplier
Database  also includes 51
companies that provide information
on their registered capital (EME
75) .4 A majority (40) listed their
registered capital as one of the four
amounts seen in Figure 5.

Figure 4: The three most prominent name endings for companies in the Synthetic Drug

Supplier Database.
Number of Companies
30
25
20
15
10
5
(0]
BIOLOGICAL TRADE / CHEMICAL
TECHNOLOGY COMMERCE LIMITED
LIMITED COMPANY LIMITED COMPANY COMPANY
(EMRRBRAR) (R5 | mRARAR) (L THRRE)

Figure 5: The four most common registered capital amounts for companies in the

Synthetic Drug Supplier Database.

REGISTERED CAPITAL

Number of Companies
16

14
12

10

500,000 RMB
($71,429 USD)

1,000,000 RMB 3,000,000 RMB
($142,857 USD) ($428,571 USD)

10,000,000 RMB
($1,428,570 USD)
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Registered capital values for companies in our Synthetic Drug Supplier Database are within the average for similar
types of companies within mainland China.®°

Together, the prevalence of common naming conventions and registered capital amounts among Chinese
companies highlights one of the challenges in identifying illicit chemical suppliers in China: they are often
legitimately registered and relatively indistinguishable from licitly operating chemical and pharmaceutical
companies.

Lastly, the Synthetic Drug Supplier Database identified modest patterns in the geographic distribution of Chinese
synthetic drug producers. A heatmap of 89 companies that had available location data is shown in Figure 6:

Figure 6: A heatmap of the provinces where
Chinese companies identified as potential
synthetic drug producers are located.

Number of
Companies

The city of Shijiazhuang in Hebei Province is home to 36% (32) of all producers included in the database. The next
two most represented cities are Shanghai (10) and Wuhan (8). Interestingly, the listed location of companies in the
Synthetic Drug Supplier Database does not correlate with the geographic distribution of registered Chinese biological
technology, trade/commerce, chemical, and pharmaceutical companies.” That is, alleged Chinese producers of
illicit synthetic drugs tend not to be located in regions with a known concentration of pharmaceutical and chemical
companies.®?
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Online Advertising

The companies included in the Synthetic Drug Supplier Database were originally identified through online advertisements.
One of these companies in particular provides unprecedented insights into how Chinese illicit drug manufacturers seem to
maintain their online operations and conduct transactions.

While searching through online synthetic drug advertisements, we found advertisements seemingly for the company
“Gaosheng Biotechnology Co., Ltd., (BEEYIRHSZHERAE])” These advertisements offered an array of drugs for sale,
such as: synthetic cannabinoids and cathinones; Etizolam?33; “2FDCK” (2-fluorodesochloroketamine, a ketamine analogue);
“A-PVP” (a-Pyrrolidinopentiophenone, also known as “flakka” or “bath salts”); and, furanylfentanyl, a popular fentalogue.’*

Gaosheng Biotech has a history of activity on a number of online marketplaces, trade platforms, and social media websites.
The company’s apparent pages on these websites not only offered insights into the company’s online sales activity, but also
contained valuable identifying information, including physical addresses and unigue domain names. Using this information,
we identified a LinkedIn profile likely associated with a Gaosheng Biotech sales representative.

Most interestingly, this LinkedIn profile had a link to a 27-page document that appears to be a resource for company
representatives to maintain profiles on various online platforms. For instance, the document includes large bodies of
standardized text to use when making new profiles, including the following text:®®

Attach our best-selling lines and in stock products for your reference, And the purity is above 99%,the price will be very
competitive .

Meanwhile | advice you can see our samples ( free shipping) ,I think you will be satisfied with them.

Best-selling products : BK-2C-B € €pcrystal) 2-NMC(powder and crystal) 4- CEC(crystal) FUB-AMB TH-PVP 4mpd NM-
2201 MMBC 5-methylethylone BK-EBDP U-47700

AMB-FUBICANA ADB-FUBINACA 5F-PCN BK-EBDP(crystal) AB-Chminaca 2- NMC(crystal or powder) 4-CPRC (crystal
or powder) 4-EMC 4F-PHP 4F- PV8(crystal) 4C-PVP

5F-PV8(crystal) 5f-mn-24 5FSDBO05 5FNPB22 FAB-144 EG-018 MDPHP 4-CL-PVP

ADRAFINIL (crystal or powder) DOC25 €p€pwhite powder) Dibutylone(crystal) THJ- 018 5FSDB005 5FNPB22 FUBPB22
ADRAFINIL( Powder and crystal)

Waitting for your early reply!
Thanks & Regards
Kathy
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This document provides several important clues about synthetic drug operations. First, according to the document, shipping
takes three to five days, with products able to be sent in “aluminum alloy” bags to the United States, Canada, and Europe.
The mention of aluminum alloy bags is presumably intended to assure customers their drugs will be harder to detect by X-ray
machines, despite little evidence to suggest this is an effective smuggling tactic.

Second, over 100 websites are listed in this document — including Facebook, Twitter, Reddit, and Drugs-forum.com —along with
e-mail addresses and passwords, which are likely used to create accounts on these websites.

Third, the document also provides text that may be intended for use in company descriptions on new webpages. In the course
of our research, we observed multiple instances where sellers appeared to have used copied and pasted text across multiple
websites and profiles, similar to the following:

Gaosheng Biotechnology Co., Ltd. is a production and sales LLC (wholly state-owned), specialized in producing and
exporting Pharmaceutical Intermediates which located in Shanghai, China. We own six subsidiary and we enjoy tax
exemption privileges.

As an ISO 9001:2000 certified manufacturer, we have been awarded the title of “Good Faith Enterprise” by customers for
good quality and reasonable price.

T.we have rich experience in this area.

2.The products we provide are high in quality and our best selling lines in the world market.

3.We supply competitive price with top purity ,quality.

4.We have a long business relationship with many countries,such as Unites States. Mexico, UnitedKingdom, Russia,
Germany, Brazil, Philippines, Belgium, Netherlands, Denmark ect.

If you have any other questions,pls do not hesitate to contact me.My Skype: kathy0229@outlook.com
email: winter@cn-gaosheng.com

Overall, the information uncovered for Gaosheng Biotech is emblematic of broader trends and patterns of behavior we
observed when analyzing potential synthetic drug producers. Many of the companies we examined appeared to exhibit similar
characteristics, suggesting illicit drug suppliers use common operational approaches and techniques to sell a diverse array of
products. The ability of Chinese companies to supply international demand for illicit synthetic opioids, however, is largely due to
increasing global interconnectivity, with the internet playing a key role in establishing networks of buyers and sellers.

Gaosheng Biotech’s Finances

The document connected with Gaosheng Biotech’s LinkedIn profile also contained financial information,
including a credit card number, Bitcoin address, MoneyGram account, and bank account information, including
the beneficiary’s account number and name. Historical transaction information for drugs sold by Gaosheng
Biotech, including names of buyers, e-mails, physical addresses, and phone numbers of buyers, were also
included. Many of these transactions had parcel tracking numbers.

This data alone does not definitively prove that Gaosheng Biotech produces and exports illicit drugs. The
financialinformation does, however, allow further analysis of the company’s monetary transactions and shipment
history — which may be indicative of broader financial trends and typologies for Chinese manufacturing of illicit
synthetic drugs.

For instance, a Bitcoin address (13itGxzHdRYSFBcj7H15ns4f8p4B6krDuQ, “13it”) is also included in the
document associated with Gaosheng Biotech. According to the public blockchain, 13it recorded 71 total
transactions between March 2016 and June 2017, including 36 received and 35 sent transactions. The 71 total
transactions involved the inward and outward movement of 41.4 bitcoins — a total worth of roughly $75,000
given bitcoin values during this time.%”

Figure 7 represents two financial transactions associated with 13it, as analyzed in CipherTrace, a cryptocurrency
analysis tool. On the left, one address sent 0.33 bitcoin to 13it on March 14, 2017. 13it, seen as one circle

within the middle column, then
sent 0.33 bitcoin to another
address, which is owned by
BTCC,*® a Chinese-based
cryptocurrency exchange. This
0.33 bitcoin was included in a
single transaction that bundled

bitcoin from 35 other BTCC-
affiliated addresses, totaling @ .
251615 bitcoin. B0.33 B 2.51615

BUNDLING
TRANSACTION

INITIAL ADDRESS “13IT” ADDRESS RECIPIENT ADDRESS

Figure 7: A visualization
of two cryptocurrency
exchanges

involving Gaosheng
Biotechnology.

Source: ciphertrace.com
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Further analysis using CipherTrace revealed 13it is owned by BTCCPool, a now-defunct mining pool run by
BTCC. When an address is owned by an exchange, it is common for the address to be generated by the
exchange as a receiving address for one individual. That is, 13it is likely an address unique to one account
holder, Gaosheng Biotech. Therefore, the incoming transactions into 13it were likely sent to the address with
the intention of transferring money to Gaosheng Biotech.

However, because 13it is owned by the BTCC exchange, any analysis on outgoing transactions is difficult. It
is generally difficult to differentiate between outflowing bitcoin movements initiated by the account holder
and those initiated by the exchange itself. For example, the 13it account holder could immediately convert
incoming bitcoins into fiat currency because the address is owned by an exchange; no additional steps within
the blockchain are required for conversion. Gaosheng Biotech could also personally transfer the bitcoin to
a subsequent address, which may be owned by an ultimate beneficiary. In the case of 13it, the majority
of outgoing transactions (31 of 35) were sent to a single, BTCC-owned address, which could indicate the
address is controlled by an end beneficiary.

But, outgoing transactions may also be associated with the exchange’s own movements (e.g. moving bitcoin
to exchange-owned hot wallets, taking bitcoin for another account holder’s conversion from fiat currency).
In other words, analysis on bitcoin outflow cannot be definitively linked to intentional choices on the part of
an address’s unique account holder when the address is owned by an exchange.

Gaosheng Biotech’s bitcoin address transactions highlight the difficulty in conducting comprehensive
analysis on the financial flows of synthetic drug sales; determining an end beneficiary is often difficult.
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SECTIONI I

WHERE
PRODUGTION
MEETS DEMAND

Evolutions in digital communication platforms have altered the
methods thatrecreational drug usersrely on to find and buy controlled
substances. Some users of synthetic opioids, for instance, unable to
obtain painkillers from pharmacies or reluctant to engage in face-to-
face transactions with illicit drug suppliers, use the internet to buy
directly from drug producers. A myriad of encrypted messaging and
payment tools, such as Wickr, WhatsApp, or Bitcoin, facilitate these
online transactions, offering a layer of anonymization and protection
for sensitive or illegal activity.

The marketing and selling of illicit fentanyl, however, rather than
being secluded to the dark corners of the web, often occurs on the
normal, open internet, or clear web. Interactions between buyers
and sellers happen on a variety of clear web platforms, but are
concentrated on e-commerce websites (e.g. Alibaba.com), online
chemical marketplaces (e.g. ECHEMI.com), and social media.” lllicit
synthetic drug sellers often use marketing techniques that appear
intended to avoid law enforcement scrutiny and obfuscate their
true activities, such as the use of a chemical's technical name to
advertise controlled substances.

Additionally, many online synthetic drug sellers operate across
multiple public platforms and maintain independent websites.
Synthetic opioid sellers appear to use this collection of websites to
cultivate a client base and ultimately direct traffic to a seller's own
site to carry out transactions. Social media, particularly Facebook,
has had an important role in creating these trusted networks of
vendors and buyers.
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Clear Web Sales Platforms & Advertising Tactics

lllicit drug vendors operating on clear web platforms have used a variety of techniques to obfuscate their activities.
For instance, one commonly used tactic is to market fentanyl and other drugs as “research chemicals,””" a label
ascribed to synthetic substances that are relatively obscure but may have similar effects to controlled drugs.
Similarly, some chemical companies advertise “custom synthesis,” whereby clients can request substances not
included on a list of available products. This may include illicit or controlled substances.

Rather than risk detection by openly using the word “fentanyl,” drug sellers advertising on the open web often
use chemical nomenclature associated with the Chemical Abstract Services (CAS)72and International Union of
Pure and Applied Chemistry (IUPAC)”®as a kind of euphemism. Given their complex format and obscurity, online
drug vendors began using CAS numbers or [IUPAC names in lieu of more recognizable terms to advertise synthetic
drugs on the clear web, particularly as scrutiny of web platforms increased.

For example, Figure 10 is an advertisement for the fentanyl analogue “methoxyacetylfentanyl” on the chemical
marketplace ECHEMI.com.

Figure 10: An advertisement for methoxyacetylfentanyl using only its CAS and IUPAC
identifiers. Source: Echemi.com

ECHEMI.com

Categories ' Promotion Trade Service Echemi Mall Weekly Price Exhibition

The term “fentanyl” does not appear anywhere in the advertisement. Instead, only the IUPAC and CAS identifiers
are used.

This clear web advertising tactic also appears in sales listings for other synthetic drugs. Figure 11 shows three
advertisements on Alibaba for the methamphetamine precursor “Methyl 2-phenylacetoacetate” (MAPA), which
the UNODC’s Commission on Narcotic Drugs (CND) included on international controls in May 2020.7* All three
advertisements use the CAS number for this precursor: 16648-44-5.
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Figure 11: Advertisements for the meth precursor Methyl 2-phenylacetoacetate on Alibaba.
Source: Alibaba.com

High qualdy and punty BMK/Bmk giyeicate CAE 16648 44 5

In contrast to the fentanyl advertisement, however, these three advertisements use a known term for a
methamphetamine precursor, “BMK Glycidate,” providing a clearer indication of illicit activity. Benzyl methyl ketone
(BMK), also known as phenylacetone (P2P), has been a DEA Schedule Il controlled substance since 1980,7% and
is used to manufacture methamphetamines and amphetamines. The inclusion of the term BMK Glycidate, which
has a different CAS number than MAPA but can act as a substitute for that chemical, suggests that suppliers may
be signaling to potential buyers that CAS 16648-44-5 is an adequate precursor for methamphetamine synthesis.

After the Chinese government’s May 2019 ban against all “fentanyl-like substances,””® the use of CAS numbers
and IUPAC identifiers in online drug advertisements became more pronounced.

That a change in Chinese legislation had such a visible impact on online advertisements strongly suggests that
many of these companies or producers have ties to China. This is supported by the fact that most apparent illicit
drug sellers on these platforms self-identify as Chinese, and report a Chinese address. For example, Figures 10
and 11 contain four advertisements for illicit substances, all of which were posted by vendors that self-described
their location as China. Similarly, the company name listed on the ECHEMI advertisement in Figure 10, Roiland
Dingchang Technology Co., Limited, is registered in Hong Kong and is affiliated with a legitimately registered
company in mainland China.
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Independent Websites &
The Supporting Role of Social Media

E-commerce websites and
marketplaces are not the only
clear web platforms synthetic drug
sellers use to find customers and
retail products. Many vendors also
operate  independent  websites
where they list available chemicals
for sale, and use social media to help
build a network of clients and direct
traffic to their sites.

For instance, Huilitongda Biological
Technology Company (HBTC) is a
Chinese pharmaceutical company
whose nhame has appeared in
advertisements for fentanyl and
other drugs online. We originally
found an online profile for HBTC via a
search for fentanyl analogues, which
returned a Google Image result with
a visible email address: “huilitongda.
rc@gmail.com” (Figure 12)

Subsequent searches of this e-mail
address showed it was linked to a
number of fentanyl advertisements
that provided further identifying
information, including: company
name, address, phone number(s),
WhatsApp number, Telegram ID, and
Wickr ID. These advertisements,
an example of which is seen in
Figure 13, also detailed the quantity,
purity, and price of fentanyl and
other synthetic drugs available for
purchase.

Figure 12: The Google Image result for fentanyl analogue “Fu-F” that includes the email
huilitongda.rc@gmail.com.

Figure 13: A fentanyl advertisement connected to the email huilitongda.rc@gmail.com.

B Buyer [ Seller Sefler

7 Business Type Manufactune
B Year established 2012

£ Employees total

B Annual revenue USD 100,000 - 500,000

[Company Information]

B Company Huilitongda Biological Technology Co., Lid

B Address jiang District

B Tal
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Additionally, the listing seen in Figure 13 provides a
URL, www.shchem-lab.com, as the website for HBTC.
This site, which was still active as of October 2020, is
a marketplace that has listed multiple forms of fentanyl
for sale alongside images that appear to be stock
photos (Figure 14).

The use of generic stock photos is a possible red flag
that HBTC is not a genuine vendor. To help determine
HBTC's legitimacy as a fentanyl supplier, we analyzed
the company’s social media presence.

Research into HBTC revealed information, including
a phone number and Skype account, that led us to
a HBTC Facebook page that listed “Benjamin Chen”
as its administrator. This name matched an email
address, Benjamin.chen2557@gmail.com, seen in
other fentanyl advertisements posted by HBTC.

Analyzing Benjamin Chen’s Facebook activity revealed
he belonged to the private group “Research Chemicals
Group for Trusted Buyers and Reliable Vendors.”
Facebook groups such as this serve as forums for
sellers and buyers to connect with one another. In
these groups, which tend to be private, products
are advertised or reviewed, relevant drug laws are
discussed, and buyers alert one another to potential
seller scams (e.g. outing “sellers” who initiate a sale
for a drug but never ship a product after receiving
payment).

In November 2018, the aforementioned “Research
Chemicals Group” had over 1,100 members interacting
with one another, ostensibly to advertise, review, and
buy synthetic drugs. An example of this, seen in Figure
15, includes product recommendations and Wickr IDs
for direct communication with suppliers.

Figure 14: A view of products for sale on the website www.
shchem-lab.com.

Shchem-lab.com

Figure 15: A conversation thread within the private Facebook
group “Research Chemicals Group for Trusted Buyers and Reliable
Vendors.”
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One particular post by the “Benjamin Chen” account in this Facebook group speaks to the immediacy and direct digital
relationship between buyers and sellers of synthetic drugs on the clear web, as well as the real-world impacts fentanyl
can have on users. Figure 16 is a compilation of screenshots posted by Chen’s account in the group. One of the
screenshots seems to show Chen offering fentanyl as a “gift” to a buyer who had overdosed on a previous shipment.
Another screenshot includes a postal tracking identification number and proof of the shipment’s delivery. Chen also
included a receipt for a Lyft the individual allegedly took from the hospital after overdosing. This ride was paid for by
Chen, supposedly as a demonstration of good faith and his reliability as a vendor.

Figure 16: An image posted by “Benjamin Chen” in a Facebook group for suspect substances. The included screenshots appear to show
Chen offering fentanyl as a “gift” to a customer.

Tracking Number: EAZD30C3865CH

) ;
’ - Upamea Desvery Day: Tusscy. o)
[EEssts s ———]
‘; ‘ o Product & Tracking Information

Il what co you waed as git?

o 2017.7.21 -- EA293033865CN-- it iwem

Category
4 have a goed day

Spent From

Sal pend Char

Lyft Reciept from Hospital

Further analysis of the “Research Chemicals Group” on Facebook indicated that Benjamin Chen is an actual Chinese
individual named BRI who is listed as HBTC's director on company incorporation documents. Moreover, it appears
Chen has operated at least five different online profiles for companies whose actual existence could not be verified.
The use of such “phantom companies” may be a strategy that illicit Chinese chemical suppliers use to shift their online
activities to avoid legal risk.

At least another eight companies, all legally registered with the Chinese corporate registry, were affiliated with other
profiles in this Facebook group, suggesting at least several Chinese synthetic drug vendors rely on Facebook to
connect with customers and conduct sales. Regardless, it appears the use of Facebook by Chinese synthetic drug
vendors to conduct sales was not limited to HBTC.

Ultimately, the HBTC example highlights how social media facilitates direct interactions between synthetic drug
vendors and buyers, helping them to establish sales networks built on trust. In the future, increased web monitoring
may prompt these networks to move their operations to more secure platforms in order to remain undetected.

DARK WEB TRENDS

While our research indicates the clear web has been the primary avenue for online sales of illicit fentanyl
and other synthetic drugs, the dark web offers an alternative, more discreet option for those engaging in
nefarious conduct.””

In contrast to the clear web, the dark web is not indexed by search engines and can only be accessed
via an anonymizing browser, such as Tor. Similar to the clear web, marketplaces and forums are the main
platforms for advertising illicit products on the dark web. These sites, typically referred to as darknet
marketplaces (DNMs), are where sellers post advertisements, often without disguising the illicit nature
of products for sale.

To research synthetic drug sales on the dark web, we analyzed two years of web scrapes that contained
over 216,000 posts from more than two dozen DNMs. Overall, we found that in recent years, the number
of fentanyl-related postings on the dark web appears to have steadily risen. We also tracked frequent
shifts in activity from recently-closed DNMs to live DNMs. DNM closures were sometimes a result of law
enforcement action, but also frequently occurred due to “exit scams,” in which vendors or marketplace
administrators defraud buyers and abscond with funds held in escrow.”® This speaks to the notorious
unreliability of the dark web environment: though its lack of regulation is attractive to users, it also means
that websites frequently go offline for varying periods of time or disappear entirely.

Figure 17: A timeline showing fentanyl-related activity across dark web marketplaces.
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Postings for fentanyl in DNMs are rarely detailed enough to identify the specific individuals involved in a
potential transaction. But these posts do typically include some form of contact information — such as a
Wickr ID, email address, or WhatsApp number — that clients can use to directly communicate with sellers
and finalize transactions.
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SECTION IV

EMERGING TRENDS

Synthetic drug networks continue to rapidly evolve in response to law
enforcement and policy action. Recent developments offer insights into
how drug supply chains may continue transforming. In particular, our
analysis suggests that we can expect the appearance of new synthetic
substances in global supply chains, the emerging use of alternative clear
web platforms, and a diffusion of fentanyl production from China to other
regions of the world in the near future.
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Isotonitazene

The benzimidazole group of synthetic opioids, which are distinct from fentanyl but have similar effects, has
emerged recently in international drug markets. The most prevalent benzimidazole has been isotonitazene, which
is an opioid analgesic similar in potency to fentanyl. Though technically not a new substance — having been
synthesized in the 1950s%- isotonitazene began appearing in global seizure data around April 2019,8"and we
noticed an increase in online advertising for isotonitazene in early 2020. According to the Center for Forensic
Science Research and Education, it has ranked among the substances with the highest positivity rates in analysis
of synthetic opioids in the United States during 2020.8?

This spike in seizures and advertisements, however, has led to increased law enforcement scrutiny of isotonitazene. In
August 2020, for instance, the DEA, noting a rise of isotonitazene in illicit drug markets, made it a Schedule | controlled
substance.® The European Commission also initiated a process to ban isotonitazene in September 202054 and the
World Health Organization has been discussing placing the substance under international controls.

Such heightened awareness may already be prompting a shift to more obscure, alternative substances. The
synthetic opioid brorphine, for instance, has become increasingly prevalent in the United States in 2020.%¢

Password-Protected Marketplaces

In early 2020, many synthetic drug groups on public websites — including Discord, Facebook, Reddit, and others
— began enforcing strict rules, likely to reduce exposure and detection by law enforcement. These rules often
include restricting sourcing (e.g. not allowing members to post their location information or website referrals) as
well as banning users that encourage private messaging.

To mitigate concerns of law enforcement monitoring, some illicit drug networks on the clear web have built
password-protected websites for trusted individuals to securely and anonymously sell products. These websites
depend on closed communities of drug buyers that migrate away from more commonly used clear web platforms.
In early 2020, we gained access to three such websites and one Discord channel, including:

o Predator-rc.nl
o Therealrc.com
« Mu-story.website

All three of these websites require registration approval and offer analogues of controlled drugs, and in some
cases, illicit opioids and other synthetic drugs. As of publication, at least one of these websites, therealrc.com,
was still active.
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Figure 18: The homepage of Figure 19: Products offered on Figure 20: Novel synthetic opioids

offered by TheRealRC.com.

predator-re.nl. Mu-story.website.

These websites also offer insight into the emergence of novel synthetic opioids (NSOs) and other drug analogues,
which are often introduced to these closed communities before becoming more mainstream. For example, on
Mu-story.website, isotonitazene was offered as early as February 2020. Therealrc.com also has a section in its
sales offerings specifically for NSOs, which includes products that are difficult to find anywhere else, such as
metodesnitazene hydrochloride and acetoxymethylketobemidone (O-AMKD).

Mu-story.website also provided regular e-mail updates from its administrator, including information on which
countries are currently receiving packages, as well as supply updates for new and old products.

Figure 21: Email from Mu-story.website discussing Figure 22: Email from Mu-story.website mentioning new opioids as

Fluorofuranylfentanyl and how the group must remain secret. well as a Telegram group.

e a s 3

Monitoring such websites is important for understanding how online drug markets shift in response to web
monitoring and anticipating the use of new substances by recreational drug users. Yet many questions remain
about networks operating on these private platforms. For example, it is still not clear who manufactures the
drugs these websites offer, nor how suppliers actually ship products and bypass customs or inspection services.
Understanding such nuances will be critical for countering the changing nature of synthetic drug supply chains
moving forward.
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Emerging Production
Hotspots

Efforts by the US and Chinese governments to
curb Chinese synthetic drug production have
raised concerns that illicit fentanyl synthesis
may shift to other countries. Indeed, China may
gradually play a diminishing role in global fentany!
supply chains as synthetic drug production
becomes displaced or adopted by illicit networks
in other regions of the world. Several countries
and regions in particular are at high risk.
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India

India, which has the third largest pharmaceutical
industry in the world,®® has the potential to offset any
reductions in Chinese synthetic opioid production.
Currently, India is the primary source of tramadol, a
narcotic-like pain reliever, with the UNODC reporting
that a majority of tramadol seized worldwide
between 2017 and 2018 originated from India.®" %2 An
unclassified January 2020 intelligence report from
the DEA also notes that India is emerging as a source
for finished fentanyl powder and fentanyl precursor
chemicals.®® This trend, according to the DEA report,
may accelerate if “China-based traffickers work with
Indian nationals to circumvent China’s new controls on
fentanyl.”4

There have already been several major public cases
of fentanyl trafficking networks operating in India. For
instance, in late 2018, India’s Directorate of Revenue
Intelligence arrested three individuals, including
an Indian PhD chemist and a Mexican national, for
illicitly manufacturing fentanyl hydrochloride and
shipping it to Mexico.®® Separately, in June 2019, the
US Department of Justice indicted an Indian national
for importing controlled substances into the United
States, including tapentadol, tramadol, carisoprodol,
and modafinil.®®




Southeast Asia’s Golden Triangle

Southeast Asia’s Golden Triangle, consisting of parts
of Myanmar, Laos, and Thailand, is already a major
center for methamphetamine and heroin production.®”
Methamphetamine synthesis in particular has risen
considerably in recent years, with the UNODC’s 2019
annual report noting over 82 tons of methamphetamine
were seized in the region in 2017 — the largest amount
ever reported there. Available data for 2018 showed
116 tons seized, a 41% increase from 2017.%8

Various transnational criminal organizations control
the drug trade in the Golden Triangle, concentrating in
Myanmar’s conflict-prone border regions and operating
in partnership with non-state armed actors, such
as ethnic militias.®® 1% The UNODC notes that these
criminal organizations are becoming more deeply
integrated into the region and have established a global
reach.In recent years, regional and international law
enforcement officials have warned about the possibility
of these criminal networks producing fentanyl and
other synthetic opioids.’®? The UNODC representative
for Southeast Asia and the Pacific, Jeremy Douglas,
we think it is
only a matter of time [until] they do it.” Golden Triangle

said that “given their sophistication ...

drug syndicates, Douglas added, “are ruthless and the
region has the conditions necessary for production
and pre-existing market demand to capitalize on.”1%®

Mexico

Mexico is already a major player as a transit country for
illicit fentanyl shipments destined for the United States
(see page 24), and may also play an increasing role
in fentanyl synthesis.®4 1% For instance, one notable
June 2019 raid in Nuevo Leodn led to the seizure of
an industrial-scale fentanyl production operation in a
warehouse.'?® A smaller seizure in July 2020 led to the
arrest of two individuals running a pill press in Mexico
City and the confiscation of 377,402 fentanyl pills,
36 kilograms of fentanyl, and nearly one kilogram of
precursor chemicals.”

These seizures suggest a potential move by Mexico’s
sophisticated and opportunistic criminal structures,
particularly the Sinaloa Cartel and Jalisco Cartel New
Generation (CJNG), to control all portions of the fentany!
supply chain. Such networks are well-placed to move
into wholesale fentanyl synthesis given pre-existing
chemical expertise and ability to procure precursors
for methamphetamine production.’®® The plummeting
price of poppy'®, the central ingredient in heroin,
suggests that Mexican drug trafficking organizations
are increasingly moving away from heroin production
and making fentanyl central to their business model.

GONCLUSION &

RECOMMENDATIONS

Global illicit synthetic drug networks continue to evolve and adapt in order to supply a shifting drug market and

circumvent increasing legal pressures and public scrutiny of their activities. Nonetheless, through the course of our

investigations into illicit synthetic drug networks, we have arrived at several key takeaways and recommendations:

The primacy of the clear web:
Synthetic drug sellers and buyers rely on the clear
web to connect and form trusted client networks
based on a system of reviews and referrals.
Interactions between buyers and sellers occur on a
variety of platforms, including e-commerce websites,
online marketplaces, and social media. Dark web
marketplaces play a lesser but still important role in
illicit drug sales, functioning as both a complement
and an alternative to the clear web.

As scrutiny and regulation of
more mainstream clear web platforms increases,
attention and awareness should be given to the
potential displacement of synthetic drug networks
toward alternative, less visible platforms. One
method for detecting such shifts is to monitor
sudden drops in activity by previously known
advertisers. This may be indicative of a migration
to alternative platforms. Additionally, social media
groups of identified drug vendors and buyers should
be monitored for any mentions of movement to new
or harder-to-access platforms.

Advertisements contain
traceable identifying information:
Synthetic drug advertisements frequently contain
unique identifiers, such as email addresses or
phone numbers. This identifying information can
often be traced in order to identify individuals or
companies involved in the production and sale of
illicit substances.

Investigators and researchers
should use publicly available information, such
as corporate records and trade data, to the
highest degree possible. Email addresses, phone
numbers, and other identifying selectors should be
systematically collected alongside more traditional
information during the course of investigations into
synthetic drug networks. Such information can be
used to better understand these networks and
reveal links to previously unknown entities that
play a role in facilitating supply chains for illicit
substances.
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Use of chemical nomenclature to
avoid detection:

Chinese sellers of illicit synthetic drugs increasingly
use chemical nomenclature in advertisements
rather than recognizable drug names. This
technique appears to be intended to help vendors
avoid unwanted scrutiny and bypass web filters
that search for and censor advertisements that use
more well-known drug names.

To monitor illicit activity, online
marketplaces, e-commerce websites, and social
media platforms should maintain aregularly updated
list of drug-related keywords, such as CAS and
IUPAC identifiers. This will require staying informed
on trends in synthetic drug use and being aware of
any emerging novel substances. To that end, the
International Narcotics Control Board publishes a
list of fentanyl-related substances with no known
legitimate uses.” This list contains known names
and identifiers for those substances, which could
be used to create screening lists of high-risk terms
for online marketplaces.

Our report intended to help relevant governments, law enforcement bodies, non-governmental organizations,
investigative reporters, and technology companies better identify, understand, and counteract illicit synthetic drug
networks. By taking the actions outlined above, relevant stakeholders can enhance the effectiveness of their counter-
opioid trafficking efforts by more quickly identifying likely vendors, pseudonyms for banned substances, and novel
substances created to evade existing regulations. To be most effective, however, those on the frontlines of countering
synthetic drug trafficking, from law enforcement to social media companies, must continue to coordinate and share
pertinent information with one another. The combined effect will be more targeted and comprehensive investigations
that create a higher cost of doing business for vendors and, ultimately, the significant disruption of the illicit networks

facilitating synthetic drug trafficking.

Rapid evolution of novel
synthetic opioids (NSOs):

Identifying new substances and recognizing when
they begin appearing in supply chains for illicit
drugs can be difficult and time consuming. As a
result, global regulations and law enforcement will
always be a step or two behind drug producers,
who are able to create new substances quickly and
easily.

Governments and international
organizations need to react quickly to innovations
in chemical synthesis and the appearance of
NSOs. Monitoring closed groups, such as password
protected websites, where some NSOs seem to first
appear for sale, may help regulators to anticipate
the emergence of new substances in global drug
supply chains. Additionally, issuing generic drug
controls that are designed to target a class of
drugs, rather than a single substance, may be more
effective for quickly responding to and regulating
new illicit drugs.
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