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ABOUT C4ADS

C4ADS (www.c4ads.org) is a 501(c)(3) nonprofit
organization dedicated to data-driven analysis and
evidence-based reporting of conflict and security
issues worldwide. We seek to alleviate the analytical
burden carried by public sector institutions by applying
manpower, depth, and rigor to questions of conflict
and security. Our approach leverages nontraditional
investigative techniques and emerging analytical
technologies. We recognize the value of working on
the ground in the field, capturing local knowledge,
and collecting original data to inform our analysis. At
the same time, we employ cutting edge technology
to manage and analyze that data. The result is an
innovative analytical approach to conflict prevention
and mitigation.
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LEGAL DISCLAIMER

The mention of any individual, company, organization, or
other entity in this report does not imply the violation of
any law or international agreement, and should not be
construed as such.
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EXECUTIVE SUMMARY

China’s commercial system exposes the United States
to systemic national security risks that require new
approaches for threat identification and response.
In the absence of formal market protections, Chinese
commercial actors operate with the threat of “exposure,
incrimination[,] and, by extension, the coercive power
of the party-state.” When Chinese companies pursue
globalization, they expose the international community
to “national security externalities” 2 of the party-state's
involvement in China’'s domestic economy, which lacks
the neutrality, due process, and clear legal delineation
of state-business relations in market-oriented liberal
democracies.

Policymakers internationally have achieved broad
consensus about the urgency of mitigating the national
security risks of exposure to China's commercial
system, and observers have paid significant attention
to changes in China’s political economy under General
Secretary Xi Jinping. However, comparatively less work
has connected the most recent scholarship on Chinese
state-business relations to those national security
policy concerns. Additionally, while groups like the
House Permanent Select Committee on Intelligence
have highlighted the need for nontraditional intelligence
consumers like state governments and university
administrators to gain access to information about
threats from China, there remains relatively limited
discussion about how to achieve broader stakeholder
engagement.

This report presents a systematic analysis of Chinese
state-business relations to develop a novel, operational
framework for national security due diligence in China's
commercial sector. To do so, we draw not only on the
most recent scholarship in international political
economy but also on original analysis of high-scale,
low-cost data from publicly available sources.

Key findings are as follows:

The Chinese party-state engages with commercial
actors through networks that are exceedingly complex,
diversified,andpoliticized. Weanalyze publicdisclosures
from 70,000+ Chinese companies, universities, and
civil society organizations to demonstrate that the
party-state engages with commercial actors through
commercial, financial, academic, social, and political
mechanisms that are both similar to and distinct from
state-business relations in market-oriented liberal
democracies.

Party-state interactions with the commercial sector
leave an extensive data footprint in publicly available
sources. We develop a novel framework for assessing
national security risks related to Chinese commercial
actors that considers party-state equity or financing,
political exposure, industry sensitivity, market structure,
and goal compatibility between the commercial actor
and the party-state.

High-scale data integration produces actionable
information on national security risks related to
technology competition, corruption, threat finance,
and political interference. We operationalize our risk
framework to identify high-risk networks in China's
military-industrial complex and financial institutions
with case studies in quantum technology, organized
crime, and political lobbying in the United States.

Based on these findings, we recommend that the U.S.
government and its allies invest more significantly in
developing a national security due diligence capability
on China that leverages publicly available information,
which can facilitate effective multilateral policy

responses with timeliness and precision.
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ACFIC
ASPI
CCp

CPPCC
FARA
FCC
GGIF

IPO

MCF

Mmiit
MOST
NPC
NS-CMIC
PAI

PEP

PLA

R&D
RCAs
SASAC
SDN

SOE
STAR Market
UFWD

DEFINITIONS

All-China Federation of Industry and Commerce
Australian Strategic Policy Institute

Chinese Communist Party

Chinese People’s Political Consultative Conference
Foreign Agents Registration Act

Federal Communications Commission
Government-Guided Investment Fund

Initial Public Offering

Military-Civil Fusion

Ministry of Industry and Information Technology

Ministry of Science and Technology

National People’'s Congress

Non-SDN Chinese Military-Industrial Complex Company
Publicly Available Information

Politically Exposed Person

People’s Liberation Army

Research and Development

Relatives and Close Associates

State-owned Assets Supervision and Administration Commission
Specially Designated National

State-owned Enterprise

Shanghai Stock Exchange Science and Technology Innovation Board

United Front Work Department
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A COMPLEX,

DIVERSIFIED,

AND POLITICIZED
COMMERCIAL SYSTEM

There is a clear and justifiable alarm around the Chinese
party-state’s use of its economy to pursue national security
objectives. Yet it remains difficult to assess the relationships

between commercial actors and the party-state and,
in furn, the potential national security risks that a firm'’s
behavior could pose.

On November 3, 2020, General Secretary Xi linping
blocked what was slated to be the largest initial public
offering in the world.? * Jack Ma, the second-richest
man in China whose Ant Group has propelled significant
transformations to China’s digital economy, was poised
to list his company on the Shanghai and Hong Kong
stock exchanges with an estimated value of more than
$34 billion. In an effort to save the initial public offering
(IPO) as Ma's relationship with Beijing grew strained, he
toldregulators that they could “take any of the platforms
Ant [Group] has as long as the country needs it."

Xi Jinping's decision to block one of the largest and
most successful Chinese companies stunned many
observersasanew milestone in the Chinese Communist

Party's (CCP’s) effort to coerce the private sector into
operating in its image, an endeavor that took on a new
intensity in 2020. This attempt to reassert Party primacy
in the private sector also coincided with new policy
guidance from the CCP, which called in September 2020
for reinvigorated United Front Work in the private sector
“to better focus the wisdom and strength of private
businesspeople on the goal and mission to realize the
great rejuvenation of the Chinese nation."” The policy's
stated goal is to “build a backbone team of private
business people that is dependable and usable in key
moments,” and as Jack Ma's blocked IPO made clear,
the CCP would pursue it not just through soft appeals
to patriotism but also through coercive regulatory
measures.®
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Ant Group's turbulent bout with Chinese regulators
lays bare a major challenge facing policymakers in
the United States and its allies: how to assess the
relationship of a commercial actor to the Chinese party-
state and, by extension, how to determine the national
security risks that the company could pose. If a private
company with Ant Group's stature and political leverage
could be so arbitrarily subjected to party-state coercion
and capture, then so too could any other Chinese
commercial actor engaged in the global economy. But
the Party’s latest efforts to reassert itself in the private
sector suggest a more nuanced reality: that from the
Party's view, there is still insufficient Party influence or
control over commercial actors, many of whom could
ultimately endanger the interests of the party-state or
ruling class through the wealth and power that they
generate.

These subnational networks of business leaders and
local government officials have emerged in a system
that has been described as “regionally decentralized
authoritarianism,” in which powerful local governments
have been responsible for the growth of private firms in
the absence of strong protections for private property
rights.” Bai et al. (2019) argue that those partnerships
between local governments and private firms “almost
always [take] the form of special deals” resembling
collusion, and that because collusion has been growth-
enhancing over the last three decades, it has become
embedded as an informal yet durable institution in
China's commercial system.® Recent scholarship
suggests that universities and academic institutions
have also turned to a different form of “special deals” in
ordertosecuretheirownlegalandeconomic protections.
In considering the relationship of universities to the
party-state’s authoritarian system, Elizabeth Perry
(2019) argues that Chinese professors exhibit “patterns
of educated acquiescence,” making concessions to the
party-state on certain academic freedoms in exchange

for privileges or benefits conferred by the state. While
Perry’'s work focuses primarily on scholarship in the
humanities in the context of political liberalization, she
describes an intentional effort by the Chinese party-
state to “win over their intelligentsia” by extending “an
attractive package of privileges and benefits (social,
prestige, political influence, material goods, and the
like)," which ultimately “structures academic activities
in ways that promote [the party-state's] interests
by directing intellectual production into officially
approved and remunerated outlets."” From companies
to universities, the most recent academic scholarship is
consistent in its assessments that Chinese commercial
actors maintain complex relationships to the party-
state that can neither be generalized as omnipotent
party-state control nor delineated through simple
distinctions like state-owned or private.

Whatever their status, Chinese firms globalize the risks
of arbitrary and excessive party-state encroachment
when they turn to international markets for investment
and commercial partnerships. The task at hand
for policymakers, then, is to determine the precise
relationship of a given Chinese commercial actor to the
party-state, and to assess the national security risks
that such a relationship could pose—either if the firm
were to become an instrument of economic statecraft,
or if the firm were to expose its international partners
to the collateral damage of arbitrary Chinese party-
state encroachment. But doing either is a significant
challenge for three core reasons.

First, China’s commercial system is exceedingly
complex. In fact,according to one study, the average size
ofthelargest 100 conglomeratesin Chinaincreased from
500 companies in 1995 to more than 15,000 companiesin
2015.7 Among the top 1,000 conglomerates, the share of
subsidiaries that are joint ventures with other firms has
increased from 30% to 80%."

C4ADS



companies

Party Capital

Average size of the largest 100
conglomerates in China

1995

500
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15,000

companies

Second, Chinese commercial actors are extremely
diversified in their operations. For example, China
Poly Group, a state-owned conglomerate whose
subsidiary Poly Technologies is on the U.S. Department
of Commerce Entity List for weapons proliferation,
also trades in art and antiquities via its subsidiary Poly
Culture and maintains one of the largest art auction
houses in the world.™

Third, China’s commercial environment is highly
politicized, with party-state proximity having a
quantifiable impact on capital accumulation. Bai et
al. (2020) assess that while the share of privately held
capital in China’'s economy has increased by 14.4%
from 2000 to 2019, private entrepreneurs with no state
connections have seen a decrease in their holdings
over the same period.® The degree of politicization and
absence of market protections has led scholars like Meg
Rithmire and Hao Chen (2021) to conclude that extortion
is a central feature of Chinese business systems,

Growth in share of joint ventures among
subsidiaries of Chinese conglomerates

1995 2015

&

'S

30% 80%

Source: Bai, Hsieh, and Song (2019)

as commercial actors “obtain business resources
such as state assets, land, credit, or prestige” only by
“manipulat[ing] a combination of political relationships,
corporate governance institutions, and the tools of
financial capitalism."

The net result is that, as Jude Blanchette notes, “the
analytical frameworks that many of us are using
to understand China's economy are stuck in past
paradigms that view ‘state’ and ‘market’ as standing in
tension. In reality, China's sui generis CCP Inc. system
is creating an entirely new political-economic order,
and one that is already leaving a deep impression
on the global order."” This report demonstrates a
way forward—using high-scale data integration to
produce actionable information about the relationship
of Chinese companies to the party-state, and in turn
make evidence-based assessments about the national
security risks that those commercial actors could pose.

C4ADS
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THE PARTY-STATE'S
TOOLKIT FOR
ECONOMIC STATECRAFT

To determine the potential national security risks
of Chinese commercial activity, it is first necessary
to understand how Chinese commercial actors
inferact with the party-state and when they could
be subject to its coercive power.

China's party-state cannot control every commercial actor. When it seeks to do so, however, it has a range of both
legal and extralegal mechanisms to induce and compel commercial actors toward its policy preferences, which
are both similar to and distinct from mechanisms for state-business relations in countries like the United States.
When Chinese commercial actors pursue globalization, they expose the international community to externalities of
inconsistent, unpredictable, and at times excessive party-state involvement in the domestic economy, which may
impinge on national security interests even in the absence of directed efforts at economic statecraft.

C4ADS
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There are a number of ways in which the Chinese party-state engages with the
commercial system:

Commercial

Using state-owned enterprises (SOEs) and their vast networks of subsidiaries to
advance desired policy objectives at home and abroad, and regulators with broad
authorities (e.g. standards process and product certifications) to tilt the commercial
environment for favored enterprises.

Financial
Gatekeeping access to capital through state-owned financial institutions, government-
guided investment funds, and strict capital controls.

Academic
Encouraging universities to use massive investment vehicles and other financial
inducements to attract talent, acquire technology, and commercialize it domestically.

Social
Conferring prestige to business elites through membership in formal political
institutions that incentivize alignment with party-state priorities.

Political

Mobilizing political committees and industrial associations as extralegal
mechanisms for corporate governance and oversight, and using expansive laws (e.g.
cybersecurity, counterespionage, counterterrorism, anti-sanction) to threaten and
compel the party-state’s policy line through the legal system.

C4ADS
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Commercial
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Estimate about SOE GPD share: Baston, A. (2021, February 16). Confronting Chinese State Capitalism [Video, timestamp 30:13]. Center for
Strategic and International Studies. https://www.csis.org/events/confronting-chinese-state-capitalism

Source: World Bank (2020)"

The most direct form of Chinese party-state
involvement in the economy is through its ownership
and management of SOEs at the central, provincial,
and local levels. China's SOEs direct capital toward key
sectors and spearhead investments both at home and
abroad,”® and by one estimate, China's SOEs collectively
produce 4.5% of global GDP, which is greater than the
GDP of the United Kingdom.” State-owned enterprises
are also enormously complex, often holding equity
stakes in thousands of companies through layered
investment networks that include other state-owned
enterprises, publicly traded companies, privately held
companies,andjoint ventures with other businesses. For
central SOEs (i.e. those owned and managed by national
authorities), the Chinese Communist Party (CCP)
directly controls executive leadership appointments
and promotion and in some cases will appoint foreign
nationals to SOE boards.” 2 Wendy Leutert (2020) notes
that Xi Jinping has further institutionalized CCP control
over central SOEs by increasing dual appointments

for SOE executives to concurrent positions in CCP
leadership to “constrain managerial independence by
bringing SOE leadership into the political realm of the
CCPR"2 and by increasing the incidence of personnel
rotation among SOE leadership as a means of reducing
the risk of “departmentalization,” i.e. the risk of specific
actors becoming too entrenched in interests other than
those of the CCP.2

While central SOEs may be easy to classify as an agent
of the state, it is less clear what precisely the national
security significance of a minority equity stake in a
subordinate company may ultimately be. Relatedly,
while some subsidiaries of defense SOEs may be easy
to classify as Non-SDN Chinese Military-Industrial
Complex Companies®* (NS-CMICs) or military end
users,” it is less clear whether a subsidiary operating in
anentirely differentindustry with a minority equity stake
should also be classified as such given the commercial
diversity of China's largest state-owned conglomerates.

C4ADS
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Financial

To advance its industrial policy, the party-state directly
engages in domestic and foreign capital markets through
state-owned banks, state-owned asset management
companies, sovereign wealth funds, and, more recently,
government-guided investment funds (GGIFs). China's
policy banks, sovereign wealth funds, and state-run
investment vehicles may help to make acquisitions and
prepare for listing on stock exchanges. China's monetary
policy broadly restricts capital flows internationally, and
by gatekeeping access to financial markets domestically
and abroad, China's party-state has a mechanism through
which to protect companies that support its political or
policy objectives.

Government-guided investment funds drive capital
toward companies that support the party-state’s policy
goals, including those that later integrate with global
financial markets through investment from abroad or
IPOs on international stock exchanges. To do so, central
and local government entities establish investment funds
with a defined purpose alighed with party-state policy
objectives and solicit additional capital investments
from private investors. Those funds then direct capital
toward companies and projects that support the party-
state's development objectives. As of the first quarter of
2020, a leading Chinese third-party aggregator of private
capital markets data estimated that 1,741 GGIFs were
operating in China.?¢ Unlike venture capital funds in the
United States, only 27% of GGIFs are designed to support
startups and early-stage innovation.? # Instead, 62% of
GGIFs are “industry funds” created to support the growth
of targeted strategic industries.” For example, following
a government push for “indigenous innovation” for “core
technologies,”® the number of registered companies
working in semiconductors increased by 52% between
2018 and 2020, and the volume of investment increased
by more than 800% over the same period.% %

12

Recent developments in financial markets allow Chinese
companies—including those that directly support China's
military and strategic technology sectors—to access
significant sources of domestic and foreign capital.
For example, in July 2019, the Shanghai Stock Exchange
launched the Science and Technology Innovation Board
("STAR Market"), which provided Chinese technology
companies
intelligence, semiconductors, and biotechnology a faster
and easier regulatory path to launching and pricing IPOs.
The STAR Market is now one of the most valuable stock
markets in Asia and has provided a significant boost to
Chinese technology companies, including companies

in priority sectors such as artificial

that are unprofitable or would otherwise be unable to go
public on other Chinese exchanges.®

Beyond the STAR Market, Chinese companies associated
with China's military-industrial complex (either through
commercial partnerships or equity) may also list on
stock exchanges in Shenzhen and Hong Kong, which
creates exposure to U.S. financial markets and investors.
A July 2020 report from the U.S. Securities and Exchange
Commission's Division of Economic and Risk Analysis
found that at least five Chinese companies exposed to
U.S. investors via the MSCI China A Index are on either the
U.S. Department of Commerce’s Entity List or designated
by the Federal Communications Commissions (FCC) as
a "national security threat.”** A November 2020 report
from RWR Advisory Group similarly found that more than
100 subsidiaries of companies that the U.S. Department
of Defense designated for associations to the People's
Liberation Army (PLA) are exposed to U.S. investors
through various popular indexes such as the MSCI
Emerging Markets Index and the FTSE All-World Index.®

C4ADS
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How GGlIFs, SOEs, and the STAR Market work together
to develop Chinese technology companies

Alongside more traditional fiscal policy mechanisms, the
Chinese party-state uses financial market tools to direct
private capital toward party-state industrial policy objectives.
Perhaps the clearest case is China's semiconductor
industry.*® One apparent GGIF alone, the China Integrated
Circuit Industry Investment Fund, has made investmentsin 63
different companies in the industry since 2014. By providing
cheap capital that enables semiconductor companies to
make investments in research and expansion, the party-
state also helps these companies access broader sources
of capital. China's most successful semiconductor company,
Semiconductor Manufacturing International Corporation
(SMIC), was able to go public on Shanghai's STAR Market in
July 2020, in large part thanks to significant capital injections

GOVERNMENT-
GUIDED
INVESTMENT
FUND

STATE-OWNED
ENTERPRISE

STATE-OWNED

SOVEREIGN
WEALTH FUND

State-backed capital injections

SEMICONDUCTOR
MANUFACTURING
INTERNATIONAL
CORPORATION

that it had previously received from the aforementioned China
Integrated Circuit Industry Investment Fund, a state-owned
telecommunications company (Datang Telecom Group), and
a state-owned sovereign wealth fund founded to operate in
global rather than domestic markets (CNIC Corporation).®®
% In other words, by drawing on capital from multiple state-
backed sources—a GGIF, an SOE, and a sovereign wealth
fund—SMIC, which the U.S. Department of the Treasury has
named a Non-SDN Chinese Military-Industrial Complex
Company,*® was able to gain the stability it needed to access
public capital through an IPO. By injecting public capital into
private capital markets, China's party-state has helped the
number of semiconductor companies to grow fivefold since
201450

IPO SHANGHAI
STAR MARKET

How the Semiconductor Manufacturing International Corporation began trading publicly
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Academic

China's party-state directly participates in domestic and
international research and development (R&D) through
universities, their holding companies, and talent recruitment
programs. Chinese universities may expose the United States
to national security risk through what scholar Elizabeth
Perry has described as "patterns of educated acquiescence,”
through which universities buttress the party-state's
authoritarian system by making political concessions in
exchange for benefits that the state provides.** While Perry's
work is primarily focused on scholarship in the humanities
in the context of political liberalization, she describes an
intentional effort by the Chinese party-state to "win over
their intelligentsia” by extending “an attractive package of
privileges and benefits (social, prestige, political influence,
material goods, and the like)."** While connections between
the state and academia are certainly neither direct nor
unique to China, the party-state’s systems of incentives
must be properly understood in order to design effective
disclosure requirements that would protect the integrity
of research partnerships, particularly in sensitive fields like
emerging technologies.

Some universities like the Seven Sons of National Defense
(EIBF+F) emerge directly from China's military-industrial
complex and therefore can be easily characterized
as a national security risk. However, other universities
may support China's military R&D programs in less
straightforward ways.*® For example, the Australia Strategic
Policy Institute has identified and profiled more than 100
Chinese universities that work to varying degrees with
China’s military-industrial complex, e.g., through technology
innovation parks or partnerships with state laboratories.*

With party-state encouragement, Chinese universities
operate holding companies that make significant
investments and acquisitions domestically and overseas,
and create financial incentives for professors to hold

14

simultaneous positions at companies that commercialize
technologies developed through their research. In fact,
Chinese corporate records indicate that 79 universities
identified for associations with China's military-industrial
complex have direct or indirect investments in more than
20,000 companies, some of which make investments in
technology parks and collaborative research activities
abroad.”” Moreover, these universities regularly create
financial incentives for professors to hold simultaneous
positions at companies that commercialize technologies
developed through their research, a policy pursued by the
CCP since the 1980s.4¢ %

Recent national and local policy initiatives have spurred
on the growth of these university-backed commercial
networks by encouraging a range of new financial
incentives for professors that successfully commercialize
technology. For example, one recent policy initiative
encouraged universities to provide professors with greater
proportions of “post-transfer income” that companies
generate by commercializing technology®® Another recent
policy effort encouraged companies to offer professors
equity backed by their patents and technology.® Chinese
professors, who may collaborate or hold adjunct research
positions internationally, may also hold concurrent positions
at technology companies, which may be technically legal in
the local country's disclosure requirements but not always
immediately disclosed in international collaboration or
exchanges.

The Chinese government also coordinates global talent
recruitment programs that target Chinese and foreign
professional opportunities at Chinese
universities and companies in priority sectors ranging
from agriculture to biotechnology® As Jeffrey Stoff notes
in China's Quest for Foreign Technology, “China’s talent
recruitment programs, of which there are hundreds, are
run at national, provincial, municipal, and even institutional
levels, and are woven into government and [Chinese
Communist Party] organs, SOEs, defense research and
academic institutions, national laboratories, ‘private’
industry, domestic and overseas ‘'NGOs,' and global diaspora

nationals for
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organizations."”® China's talent programs do not necessarily
constitute illegal activity, and recent criminal prosecutions
against Asian American academics in the United States
have sparked debate about how current tools for addressing
illicit technology transfers may risk prosecutorial overreach
and racial profiling.>

Social

China's party-state incorporates business elites into the
political systemand vice versa through various institutions
(like the Chinese People's Political Consultative
Conference) that create “politically exposed businesses.”
Atthe nationallevel,the CCPappointsprominentmembers
of society to five-year term seats on either the National
People's Congress (NPC), China's national legislature; or
the Chinese People's Political Consultative Conference
(CPPCC), a political advisory body. There are about 2,000
to 3,000 members on each body at any given time. The
NPC and CPPCC are consultative in nature, meeting just
once annually for an in-person plenary session. As such,
members do not discharge formal state functions, which
is the basis for most international definitions for politically
exposed persons (PEPs).%® Similarly, their relationship to
the party-state is not one of a patron to a client that would
require registration as a foreign agent under the Foreign
Agents Registration Act (FARA).>* However, membership in
either of these bodies is indicative of the CCP's awareness
of a particular individual and desire to align their activities
with CCP priorities, which may present a comparatively
higher risk of bribery, corruption, and/or extortion through
their proximity to state power.

Certain groups within these consultative bodies are
designed specifically to capture business elites. For
example, at the national level, the China People’s Political
Consultative Conference has a constituent committee
that functions as a national chamber of commerce, the
All-China Federation of Industry and Commerce (ACFIC).
The CCP's United Front Work Department, which promotes

15

Aresearch team including Chinese quantum physicist Pan Jianwei
announced in December 2020 that it had established a quantum
computer prototype, marking China’s first milestone on the path to
full-scale quantum computing. Credit: Xinhua via Getty

Party interests by building relationships with elites in
China, the Chinese diaspora, and other influential figures
abroad, established ACFIC in 1953 to promote the Party’s
interests among industrialists in China, and was revived
in 1979 to implement the party-state's vision of economic
reform and opening via both state-owned and private
enterprises.’’

Today, ACFIC functions as a formal institutional channel
for private companies to lobby the government within
the party-state apparatus. Research on successful policy
proposals from ACFIC between 2009 and 2016 indicates
that private business leaders’ “policy influence stems
from their political embeddedness rather than any efforts
that challenge the party-state."® One previous study found
that for 95 of the top 100 private firms and 8 of the top
10 internet companies, the founder or de facto controller
was currently or formerly part of the NPC or the CPPCC.¥
Public records and Mandarin-language news reporting
indicate that some members of ACFIC leadership and on
ACFIC subcommittees also have familial connections to
CCP elites, worked previously for the PLA, or participate in
ACFIC in their capacity with the Ministry of Public Security,
United Front Work Department, or other government
organizations.
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Political

The Chinese party-state manages industrial associations
and party committees as a means of extralegal corporate
governance and industry coordination that national security
practitioners abroad may not be able to measure easily.
State-owned enterprises, publicly-listed companies, and
banks are legally required to have party committees, which
are intended to influence companies toward CCP policy
priorities®® While private companies are not necessarily
required to have such committees, the number of those
that do is growing. According to an analysis of ACFIC survey
data by the Paulson Institute, 48.3% of private firms in China
have party committees®” On average, there has been a
2.1% increase in the number of private firms with reported
party committees during Xi lJinping's tenure, which will
likely continue to rise given the CCP’s recent emphasis on
expanding the Party in the ‘private sector.®? The survey data
also indicates that party organizations are more common
at larger companies®® The China Securities Regulatory
Commission requires that all companies listed on Chinese
stock exchanges establish Party committees and provide
the “necessary conditions” for Party activities.*

Industrial associations emerged from supervising ministries
that were dissolved but have retained many of the
institutional functions of their predecessor organizations,
including but not limited to addressing foreign anti-dumping
charges, coordinating trade fairs, mediating trade disputes,
and others.#*%While the United Statesand itsallies have also
promoted industry alliances and chambers of commerce
to develop industry, Chinese industrial associations and
industry alliances differ in the extent to which the Chinese
party-state asserts control over them as an extralegal
corporate governance mechanism. In fact, in September
2020, the CCP issued new guidance on strengthening its
role in the private sector, calling for the United Front Work
Department to strengthen Party leadership of private
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industry by bringing private entrepreneurs into ACFIC and
industrial associations.?” Milhaupt and Zheng (2015) further
note that China’s extralegal involvement in the commercial
sector via industrial associations differs from state
participation in other countries because they enforce rules
without the clear legal delineation or neutrality that would
protect a company’'s market operations from excessive or

inconsistent state encroachment.t®

The All-China Federation of Industry and Commerce
directly oversees 31 industrial associations in fields such
as agriculture, energy, cosmetics, and real estate.’” Beyond
ACFIC-directed industrial associations, the Chinese party-
state has also promoted the development of industry
alliances in other strategic sectors to realize its industrial
policy goals. In an analysis of one example—the Artificial
Intelligence Industry Alliance—researchers at the Center
for Security & Emerging Technology found that SOEs
occupied a disproportionate number of leadership positions
in the industrial association given the composition of its
membership.”®

In cases where corporate behavior fails to conform to the
interests of the party-state, Chinese regulators can wield an
increasingly broad range of expansive national security laws
to compel the party-state’s policy line through the legal
system. In recent years, the National People's Congress
has passed a blizzard of national security laws related to
cybersecurity, counterespionage, counterterrorism, anti-
sanction, and data sharing, which codify formerly extralegal
mechanisms for party-state intervention in the economy
and leave Chinese companies under the constant threat
of legal action should the party-state so choose.” In her
book on the party-state’s use of antitrust law to regulate
Chinese companies, Angela Zhang (2021) quotes one
anonymous Chinese businessman in saying that “the law in
China does not have only a few grey areas: it is one big grey
area. The authorities can tolerate a practice for years then
round people up on an arbitrary basis."”? When faced with
the threat of such action from the party-state, enterprises
are expected to fold. Zhang (2021) also quotes a former
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director-general of the National Development and Reform
Commission’'s [NDRC's] antitrust subdivision, who stated on
television that “regardless of whether your company is the
subject of an investigation, if you give yourself up voluntarily
and cooperate, you can receive a lesser punishment or
avoid it altogether” NDRC officials have warned foreign
firms against using China’s legal system to resist regulatory
action, imposing higher fines as punishment on those who
attempt legal resistance.

In sum, China's party-state apparatus interacts with
companies in a networked corporate environment to
support its policy objectives through formal and informal
mechanisms. These include appointing and managing
leadership at SOEs, gatekeeping access to financial and
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capital markets, managing universities with significant
commercial activities, co-opting private sector executives
in formal political institutions, and coordinating enterprise
through industry associations, party committees, and
regulatory policy. While those mechanisms do not guarantee
full control over companies, they provide a range of tools to
coerce or induce companies toward the party-state’s policy
objectives in ways that are both similar to and distinct from
mechanisms for state-business relations in countries like
the United States. In order to characterize the relationship
of a commercial actor to the Chinese party-state, national
security practitioners must take a networked approach that
considers the many complexities of ownership and control in
China's political economy.
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Liang Wengen, vice president of All-China Federation of Industry and Commerce and chairman of Sany Group, gives a speech on stage during
China Top 500 Private Enterprises Summit 2019 on August 22, 2019 in Xining, Qinghai Province of China. Credit: VCG/VCG via Getty Images
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THE PARTY-STATE'S
DATA FOOTPRINT

Party-state interactions with the commercial
sector leave an extensive data footprint in
publicly available sources, which can help

identify national security risks.

Party-state networks leave an extensive data footprint in their interactions with the commercial sector. To support
assessments of national security risk, C4ADS developed a framework to connect available data to possible
indicators that a commercial actor may advance Chinese state interests through the course of its normal profit-
seeking activities or as the result of party-state coercion. In doing so, we integrated conceptual frameworks about
Chinese state-business relations developed by such scholars as William Norris (2016) and Meg Rithmire (2021),
emphasizing indicators that can be assessed with the breadth of publicly available information sources.”® While
indicators may not be entirely mutually exclusive, each contains elements that help contextualize the relationship
of a commercial actor to the party-state, which in turn can help assess the possibility that a commercial actor could
become an instrument of Chinese economic statecraft. As such, the framework should support analysis across a
range of national security issues that relate to party-state involvement in the commercial sector like technology
competition, corruption, threat finance, and political inference.
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INDICATOR OBSERVABLE FEATURES
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LOW VALUE HIGH VALUE

Shareholders, shareholdings, and other control No party-state

Party-state equity

Wholly state-owned

relationships equity
" Director/shareholder affiliations 1 )
Political exposure ) iy ) . A . . No exposure National champion
(with political bodies or elite families), firm size
Political campaigns, national strategic planning
Industry sensitivity documents, cooperation with CCP talent Not sensitive Strategic priority
programs
Number of firms, market share, Highl
Market structure’ - . . Concentrated
pricing power competitive
Profit motive, state defines goals, mutual -
i - Divergent goals Convergent goals
Goal compatibility” exclusivity of state and y . . N .
(“crony capital"’®) (“tactical capital"?)

actor goals

Policymakers can collect evidence for each of these
indicators from a variety of publicly available sources:

e Corporate registries and other datasets that .
describe corporate structure, investors, employees
and ultimate beneficial ownership;

e Property and land registries that indicate the
ownership of physical assets at key facilities; .

» Asset registries, such as those for property, vessels,
and aircraft;

« Tender data that details government contracts,
the companies supporting military technological
development, and the capabilities that the Chinese s
party-state solicits from private enterprise;

« Academic publications, conference proceedings, .
details of masters and doctoral theses, lists of staff
at institutions, science and technology awards,
fellowship programs, and other academic-related .
datasets, which can provide information about
possible international exposure to China's military
R&D enterprise;

C4ADS

Entity-level trade data, which includes the
organizations involved in the transfer of goods,
the nature of the shipment, and the method of
transportation;

Financial records and investment disclosures
that indicate the parties involved in mergers and
acquisitions or cross-border greenfield investments;

Venture capital data that indicates the source of
funds and financing in key technological sectors;

Satellite imagery available through commercial
providers;

Signal data for vessel and aircraft positions;
Domain registration records and web traffic data;

Data containing selectors used by individuals,
including phone numbers, social media accounts,
physical addresses, and more; and

Databases for known PEPs and leadership in China's
political institutions.
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Party-State Equity
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Party-State
Entity

State-owned
Enterprise

1 2

Private
Company

State-owned
Enterprise

State-owned
Enterprise

Private
Company

3

State-owned
Enterprise

A B c

100%

. Majority-Owned

. Minority-Owned*

How party-state entities accrue majority equity stakes through layers of companies

*Note: Minority-owned companies may take on one of many structures including but not limited to privately held and publicly traded.

Equity ownership analysis provides critical information
about the financial relationship of a company to the
party-state.®® Chinese corporate records are free
and publicly available and contain information about
shareholders, the size of their equity stakes, and
more. When collected at scale, corporate records can
therefore provide information about the party-state's
cumulative equity stake in a subsidiary company, the
distance between a party-state entity and a ‘private’
company in the network, and the nature and identity of

majority shareholders. If the Chinese party-state has
a majority interest in the company, U.S. law classifies
those enterprises as a “foreign instrumentality,”
for which US. law has clear predicate offenses for
national security threats like economic espionage.”
In many cases, however, classifying a company as a
foreign instrumentality may require a more significant
investigation, as the party-state's majority stake may
only be the result of equity accumulated through several
layers of companies and investment pathways.®
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Political Exposure

A commercial actor’'s political exposure may provide
invaluable information about the extent to which the
company is on the party-state’s radar. Public lists of
Chinese officials, Mandarin-language news reporting,
social media, and other forms of publicly available
information can help contextualize the relationship of a
company topolitical elites. Asaresult, assessments can
include whether the company’s shareholders, directors,
or officers concurrently hold leadership positions in
the CCP, official state institutions, the company’s party
committee, or Chinese industrial associations.

Information on entities and individuals can be gleaned
fromanumberofpubliclyavailable sources.Forexample,
Chinese government agencies publish the names of
officials at the national, provincial, and local levels
with pictures and information about their backgrounds.
Resumes for public officials often include educational
background, previous positions, and other information
that provide rich personally identifiable information
aboutkeyfigures.Membershiplistsarealsopublic forthe
CPPCC, NPC, and their provincial equivalents but do not
always contain the personally identifiable information
required to disambiguate a person’s identity across
multiple data sources. In many cases, investigators
can use Mandarin-language news reporting, social
media, judicial records, and social network analysis
technigues to draw high-confidence inferences in
the course of investigations. Third-party due diligence
providers like Refinitiv and Dow Jones also build lists
of politically exposed persons and their relatives and
close associates (RCAs) to support financial crime
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investigations. Beyond specific people, companies may
also advertise their relationships to public officials
and industrial associations on their websites. Similarly,
local governments or industrial associations may post
news stories about activities between local leaders and
companies, such as establishing new technology parks
or special agreements for investment. For universities,
this may include professors who are affiliated with key
state laboratories or recipients of major awards from
the Ministry of Science and Technology, Ministry of
Industry and Information Technology, or United Front
Work Department organizations that sponsor or support
talent recruitment and technology transfer efforts.

Together, these lists can help determine the extent to
which commercial actors may be exposed to the party-
state apparatus. While basic CCP membership may be
a weak signal given the ubiquity of the Party and the
range of incentives that may exist for membership,
business leaders who participate in the CPPCC and its
equivalents (which exists at all levels of government
in China) may have more significant political and legal
exposure to the party-state that could create national
security externalities in their commercial or academic
activities abroad. CPPCC membership is a more reliable
risk signal, as it is an invite-only institution designed to
connect the Party with private businesses. Similarly,
regulatorsmayalsolookintoanindividual's participation
in the National People's Congress or role in leadership
positions within the Party or its constituent committees
as a proxy for political exposure.
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Industry Sensitivity

An industry’s sensitivity can broadly indicate party-
state regulators’' interest in a given company and
suggest how the latter may fit into the CCP's stated
policy objectives. The level of sensitivity may also
indicate how easily government regulators can achieve
unity in enforcing a specific policy line—an essential
but not always guaranteed precondition for enforcement
in China's highly fragmented system.® Policymakers and
investors should pay particular attention to the party-
state’'s acknowledged policy priorities such as Made in
China 2025, which may create national security risks
across certain sectors of the Chinese economy.

In some cases, industry sensitivity may be immediately
clear. For example, China has identified specific
technologies like semiconductors and biotechnology
as priorities for investment and development. However,
other industries, such as real estate development,
may have specific national security or regulatory
salience in China that could expose the company or
its executives to extortion risk and, in turn, create
national security risks abroad.®* For example, at the
outset of the COVID-19 outbreak, Australian news
media cited whistleblowers in reporting that Chinese
property developers directed employees at their
Australian subsidiaries to pause normal business
operations and source personal protective equipment
(PPE) for company-sponsored charter flights back to
China amid significant PPE shortages for Australian
healthcare workers, exacerbating fears in Australia
about the country’s PPE supply.®® While other sectors
like gambling may not directly intersect with core U.S.
national security interests, they are also industries with
particularly significant regulatory exposure in China
that may subject business executives to an outsize risk
of extortion by the party-state.
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A man visits a booth of Semiconductor Manufacturing International
Corporation (SMIC), at China International Semiconductor Expo (IC
China 2020) in Shanghai. Credit: Aly Song/Reuters

Within a given industry, policymakers may look for other
data points to characterize the extent to which a given
company or university is coordinated with the party-
state and its policy priorities. For example, if a company
participates in state-sponsored talent programs, the
company may formally coordinate activities with the
relevant party-state offices responsible for organizing
and funding those activities. In some cases, companies
indicate participation in talent programs on their
websites to advertise the quality of their employees,
while in other cases, public resume information (e.g., on
professional social media platforms like LinkedIn) can
allow investigators to connect talent program award
recipients to specific employers.
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Market Structure

Relatedly, policymakers should consider the market
in which the commercial actor primarily operates,
which may have varying degrees of dependence on
access to the Chinese mainland. For many companies,
market operations and key customers may be
available in corporate disclosure documents (e.g., to
boards of directors) or other forms of economic data,
such as bill of lading-level trade data, cross-border
investment records, securities filings, and capital
market data. In addition, company websites often
include overseas operating locations, which may also
be accessible through general internet searches or
corporate registries in third jurisdictions. Less obvious
forms of data, like the aircraft travel of corporate jets
or executives that can be tracked with Automatic
Dependent Surveillance-Broadcast (ADS-B) data, may
also provide information about a company's growth
strategy and impending investment deals.® Together,
these documents can provide insights into the extent to
which a company is dependent on the Chinese market
for its current operations or future growth strategy
and, as such, the extent to which a company may face
commercial and financial incentives to comply with
party-state policy priorities.

Similarly, if the company is authorized to produce
military equipment or dangerous materials or regularly
bids on procurement tenders for the military, it may
have commercial dependencies on China's military-
industrial complex, which can be assessed through a
more thorough investigation of commercial partners
and market share. Additionally, Chinese companies
listed on domestic exchanges—particularly under
concept stocks dedicated to national policy priorities
like “military-civil fusion” or on dedicated exchanges
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like China's technology-focused STAR Market—indicate
strong commercial success on technology products
thatare priorities for the party-state. Their prominencein
fields aligned with the party-state’s interest may prompt
additional scrutiny for their lower-profile subsidiary
companies, joint ventures with other Chinese firms (e.g.,
Chinese defense SOEs), or research partnerships with
defense universities or key state laboratories.

(2016) notes that the relative number of
resources or expertise between the state regulators and
companies has also been a key factor in cases when the
Chinese party-state has instrumentalized companies
toward its policy objectives. In other words, the Chinese
party-state cannot manipulate a firm as easily when the
number of companies under its purview or the degree of
technical expertise required for oversight and regulation
is high. At the sectoral level, U.S. policymakers and
regulators should therefore consider the relationship of
specific segments of China’s economy to the authorities
responsible for overseeing it as one variable among
several in assessing the risk that a company may be co-
opted to advance policy initiatives.

Norris
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Goal Compatibility

Finally, policymakers should consider the extent to
which a company's commercial goals align with the
party-state’'s policy goals, which they can determine
from a mix of corporate disclosures, executive
statements, Chinese policy documents, and qualitative
assessments about the specific people and companies
in a given network (e.g., what we know about them and
their relationships to Chinese political factions from
derogatoryreporting,judicialrecords, or othersources).?’
If acompany’s normal profit-seeking behavior advances
the party-state's national security objectives, the
party-state may simply seek to enable the company's
commercial success rather than directly control it as
a "foreign instrumentality” which may introduce new
complexities in establishing a predicate offense required
for certain policy responses for risk mitigation.2® 8 An
assessment of a firm's commercial goals and potential
alignment with party-state interests may require more

gualitative analysis and assessment, proceeding from
an understanding of China's stated policy priorities (e.g.,
Made in China 2025), the commercial actor's primary
business activities as declared in corporate registry
filings and on its website, and the political relationships
of business executives to party-state elites.

When considered together, these data sources can help
contextualize the relationships of commercial actors
to the party-state and—at the point of interaction with
the United States or other places—help policymakers
place entities on a gradient of national security risk
given the capabilities and intent of the party-state and
the company or university. Through high-scale data
collection and integration around those indicators,
national security practitioners can proactively identify
where risk is most acute and develop tailored policy
responses.”

The closing session of the National People's Congress at the Great Hall of the People on March 11, 2021 in Beijing, China. Credit: Kevin Fraye
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A BIG DATA
MODEL FOR RISK
IDENTIFICATION AT
SCALE

A scalable, repeatable process for identifying high-
risk Chinese entities with a high degree of fidelity
is a critical requirement for U.S. national security
efforts to combat national security threats from

China’s economy.

C4ADS developed a beta big data model to apply the above framework to three threat areas: technology competition,
corruption, threat finance, and political interference. This approach demonstrates not only the challenge but also
the feasibility of using high-scale data integration and enhanced due diligence as a critical lever in the U.S. policy
toolkit to identify and mitigate national security risks from China's commercial and academic ecosystem.” In each
case, we applied a relatively straightforward three-step process.
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Step 1: Build Baseline Data

Our first step was to collect baseline data across the segments of China’s commercial and academic system where
we know the party-state to be involved, as explored in the above section, The Party-State’s Toolkit for Economic
Statecraft. Below, we outline data collected in the beta phase of our project, which we intend to expand in the future.

Commercial

Using corporate registry filings, we mapped
subsidiaries of the State-owned Assets Supervision
and Administration Commission (SASAC) within five
degrees using Chinese corporate registry filings.
This identified approximately 34,000 companies with
around 8,000 affiliated shareholders and directors.
Future work will expand to include provincial- and
local SOEs.

Financial

We identified government-guided investment funds
from a third-party aggregator of capital markets data.
We also used public corporate disclosures to map
ownership for companies listed on Chinese stock
exchanges, including information about their key
personnel. We also used corporate registry filings to map
Chinese state-owned financial institutions (e.g., banks,
sovereign wealth funds, asset management companies,
and authorized junkets in Macau), and built a database
of private equity and venture capital investments by
select Chinese firms both domestically and abroad.

Subsidiaries of the State-
owned Assets Supervision and
Administration Commission

ANALYSIS POWERED BY

Q Palantir
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Academic

We referenced the Chinese Defense
Universities Tracker? from the
Australian Strategic Policy Institute to
identify 115 universities affiliated with
China's defense or intelligence enterprise.
We then used Chinese corporate registry
filings to identify their subsidiary companies
within five degrees, which identified approximately
29,000 companies and roughly 6,000 affiliated
shareholders and directors. We compiled public patent data
and academic bibliographic information for specific companies
and research sectors of interest to identify research collaborations

between key state laboratories, defense universities, defense Subsidiaries of investment companies
contractors, and other previously unidentified companies. for China's defense universities

ANALYSIS POWERED BY

QPalantir

Socidl

We built a dataset of Chinese politicians and their career information using public Chinese government résumé
information for public officials. We also compiled membership lists for China's national- and provincial-level Political
Consultative Conferences, whichincludes approximately 26,000 people. Using Chinese judicial filings and academic
reporting, we built a dataset of Chinese organized crime figures. For membership at select organizations of
interest, like ACFIC, we also used social media, news reporting, and state media to identify relatives and
close associates, a key feature of investigations into politically exposed persons. Where possible, we also
used corporate registry information to add information on their affiliated companies, previous affiliations to
the military or China’s national security apparatus, and other kinds of relationships to the party-state.
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Political

We built a dataset of industrial associations under

the control of the ACFIC
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Step 2: Layer Risk Indicators

As a second step, we applied our risk signals from the previous seciton, The Party-State’s Data Footprint to identify

companies, investors, and universities that may represent an outsize national security risk, which would later be
validated by subject matter experts in each core issue area. These indicators can be adjusted over time with new

insights and provide a scalable, replicable methodology to dramatically reduce the time required for discovery. In

the beta phase of our project, we applied this method to three core national security issues: technology competition,

corruption, threat finance, and political interference.

Technology Competition

Goal: To identify companies and academics that work
closely with party-state institutions to transfer and
commercialize critical technologies of significant
national security consequence.

China's science and technology ambitions require that
technology be transferred not only from abroad but also
from research laboratories into the economy. While
Chinese universities file a significant number of patents,
they have an extremely low rate of commercialization.
To improve commercialization rates, the Chinese
government has created policies that allow Chinese
universities to invest in companies their faculty start in

INDICATOR OBSERVABLE FEATURES

order to commercialize technology they patent through
university affiliations.?”? Given this context, we expect to
seeaparticularrisk of international financial exposure to
China's military-industrial complex in private or publicly
traded companies that work closely with Chinese SOEs,
government-guided investment funds, sovereign wealth
funds, and defense unversities to develop technologies
aligned with strategic policy objectives.

To conduct this analysis, we used Palantir Foundry to
process and model the data from Chinese corporate
registry filings. This includes bulk machine translations
for data fields like "business scope,” which allow

Companies or universities in which the party-state holds significant equity stakes directly or

Party-state equity -
indirectly.

Company directors or shareholders have simultaneous appointments in Chinese prominent
political organizations or key state laboratories.

Political exposure

Work in sectors aligned with state national industrial policy priorities like semiconductors,
guantum computing, and artificial intelligence.

Industry sensitivity

Market structure
success.

Dependencies on the Chinese market or Chinese government customers for its commercial

Goal compatibility

Profit-seeking activities aligned with party-state national security objectives
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for keyword searches on industries of interest like
“semiconductors” or “quantum technology.” We also
enriched the data to record any given company's
distance from the original entity of interest, e.g., SASAC
or the defense universities, to support questions about
the nature of co-investment given network position.
Then, we used Palantir Foundry to integrate the data
and identify all companies in which both SASAC and
the defense universities hold equity stakes, which may
represent a higher risk of exposure to China's industrial
policy objectives. We similarly identified all company
directors and shareholders who hold a position both
at subsidiary companies of SASAC and at subsidiary
companies of defense universities, which may represent
“special investors”™* with significant proximity to the
party-state and party-state capital. As a final step, we
screened these datasets against proprietary datasets
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of Chinese inbound and outbound investment, venture
capital flows, procurement tenders, political bodies,
academic bibliographic information, lists of personnel
at key state laboratories, and other relevant datasets.

Corruption and Threat
Finance

Goal: To identify figures in Chinese organized crime or
corruption that could use their global financial capacity
to advance Chinese national security objectives abroad.

Policymakers have expressed increasing concern that the
Chinese party-state may use corruption as an instrument
of national power to advance its national security objectives
abroad. This may include bribing corrupt foreign officials in
support of projects like the Belt and Road Initiative or working
with Chinese business elites to launder funds through the
global financial system to support Chinese policy objectives.
But since Xi Jinping launched an aggressive anti-corruption

Companies of interest
(e.g. state-owned enterprises)

o Directors & shareholders

Private companies with
the same directors & shareholders

Depiction of analytic process to identify co-investments by state-owned enterprises and defense universities
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campaign in 2013, we are not interested in determining
corruption in the generic sense but specifically corruption
that the party-state enables or allows to proceed without
consequence, which may indicate some degree of party-
state endorsement or complicity.

It is important to emphasize that corruption without
consequence in China may not necessarily mean
that the party-state has endorsed or supported the
corruption. Instead, it could be the result of a corrupt
faction that is protected from consequences through
“mutual endangerment” with ruling factions, where
both sides “hold one another hostage with mutually
incriminating information” in “webs of interlocking and
competing loyalties."”® In this sense, closeness to the
CCP does not necessarily indicate loyalty or support and
instead is a matter of self-preservation and protection.
Rather, we treat the confluence of prominence in both
criminal enterprises and formal state institutions as an
indicator of significant legal and political exposure that
could create national security externalities through an
individual's international commercial and financial
dealings.”

To this end, we identified political and organized crime
figures with significant financial interests in exposed

INDICATOR OBSERVABLE FEATURES
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industries. More specifically, we used Palantir Foundry to
analyze people who participate formally in state political
bodies like the Party Congress, People's Congress, or
Political Consultative Conference at the national and
provincial levels. We then identified the intersection
between Chinese elites in the political system and our
dataset of Chinese officials involved in organized crime
or corruption cases. We also used Chinese, Hong Kong,
and Macanese judicial filings to map directors and
shareholders of Chinese financial institutions, including
but not limited to major state-owned banks, sovereign
wealth funds, Macanese casinos, and licensed junket
operators.” We then cross-referenced those individuals
identified in association with organized crime and
corruption in the region. By identifying individuals with
substantial influence over key state-owned financial
institutions, exposure to the political apparatus through
formal participation in prestigious political bodies, and
substantial holdings in both licit and illicit financial
systems, we identified individuals who could pose an
outsize threat to U.S. national security interests if they
leveraged their global financial capacity to support
Chinese party-state policy objectives. As a final step, we
used Palantir Gotham, a social network analysis tool, to
visualize the data and conduct deep-dive investigations.

Party-state equity

Joint ventures with state-owned enterprises or Party elites.

Participation in prominent Chinese political institutions like the CPPCC, NPC, or its provincial

Political exposure .
and local equivalents.

A significant financial stake in industries that are subject to strict oversight and regulation in

Industry sensitivit
4 Y mainland China.

Dependencies on the Chinese market or Chinese government customers for its commercial

Market structure
success.

Goal compatibility

Profit-seeking activities aligned with party-state national security objectives.
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Political Interference

Goal: To identify where Chinese business elites with
significant domestic political exposure may participate in
political donations and lobbying in the United States.

Chinese business elites with significant domestic
political exposure may participate in legal lobbying
activities in the United States or abroad with commercial
incentives to expand market access. However, in some
cases, Chinese business executives may also hold
in Chinese
political institutions, which are neither formal positions

undisclosed, simultaneous appointments

in government nor characterized by a patron-client
relationship that would require disclosure under FARA.
As a result, by allowing multinational corporations to
participate in political donations and lobbying without
robust disclosure requirements, the United States and
other liberal democracies may allow Chinese business
elites with a significant risk of bribery, corruption, or
extortion inadvertent access and influence in democratic
processes.

To identify high-risk networks, we first built a dataset of
people who participate formally in state political bodies
like the Party Congress, People's Congress, or Political
Consultative Conference at the national and provincial

INDICATOR OBSERVABLE FEATURES
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levels, and also identified their affiliated companies.
We also built membership lists for China's industrial
associations and chambers of commerce, which have
an explicit coordination function with the party-state
apparatus. Where possible, we also supplemented these
lists with data on Chinese business elites who have
attained foreign citizenship through citizenship-by-
investment schemes, which confer visa-free travel for
individuals who make investments in countries over a
certain threshold.

Next, we processed and modeled public voter records
from the U.S. Federal Election Commission that provide
information on contributions to political campaigns above
a certain threshold. Using our list of political exposed
persons and affiliates of multinational companies, we
developed fuzzy matching techniques” to screen for
English and Romanized names against election data, and
selected matches above a certain statistical threshold for
analyst validation and targeted investigation. As a final
step, we used Palantir Gotham to visualize the data and
conduct deep-dive investigations. In particular, we focused
on people and companies whose commercial activities
may support Chinese industries like military satellite
communications that undermine US. national security
interests, even if political lobbying activities are legal
under current U.S. law.

Chinese companies with party-state equity, their shareholders, or their directors made political

Party-state equity

donations or participated in lobbying.

Companies have a significant proportion of directors or shareholders with simultaneous
appointments in Chinese social or political organizations.

Political exposure

Companies have a network position proximate to state-owned enterprises or national

Industry sensitivity
priorities.

champions, and had business activities directly related to stated Chinese national security

Market structure
success.

Dependencies on the Chinese market or Chinese government customers for its commercial

Goal compatibility

Profit-seeking activities aligned with party-state national security objectives.
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Step 3: Surface High-Risk Networks for

Investigation

Through high-scale data integration and a deductive analytic process, we are able to identify networks of people,

companies, universities, and civil society organizations that not only have significant, multidimensional connections
to the party-state but also maintain robust engagement with the United States and its allies.

The subsections below provide case studies that demonstrate outputs identified through our approach when
applied to technology competition, corruption/threat finance, and political interference. By using publicly available
information as data sources of first resort, we are able to develop a high-fidelity understanding of networks that

operate in areas of significant national security consequence without the restrictions of classification that may

otherwise impede the dissemination of analysis beyond a limited group of stakeholders.

Technology Competition: Defense Laboratories, Quantum,

and Financial Markets

Chinese sovereign wealth funds work with university
holding companies to support professors’ technology
ventures that advance science and technology policy
objectives. Professors sometimes hold equity stakes
at those ventures through their research and develop
significant personal wealth through the success
of state-preferred firms. Those firms then benefit
from accelerated access to private capital markets
through listing on the STAR Market, and can then direct
their capital toward other state-backed technology
companies in the Chinese market, including those listed
by the U.S. government as NS-CMICs or SDNs.

QuantumCTek is a publicly traded
communications company listed on the STAR Market.”

guantum

Peng Chengzhi, listed as the company’s board chairman
and legal representative in Chinese corproate registry
filings, is a professor at the University of Science and
Technology of China (USTC) and an affiliate of the
Quantum Information and Quantum Science Frontier
Collaborative Innovation Center (BEF{EE58FRIF
A ESIET Iy hereafter "Quantum Center”), one of

China's leading laboratories for quantum science.® ' Pan
Jianwei, the Quantum Center’s director, is listed as a
shareholder in the company. Zhao Yong and Wang Bing,
two affiliates at the Quantum Center, are also listed as
shareholders of the company.'%? 0%

QuantumCTek's directors and shareholders have led
some of China's highest profile and most ambitious
science experiments. For example, Pan Jianwei,
the Quantum Center's director, led China's Micius
technology program, which established the first
international quantum communications network."™ The
U.S. Office of the Director of National Intelligence and
the Departments of Defense, Homeland Security, and
State have classified quantum communications as a
dual-use technology that, in the hands of adversaries,
comprises a ‘long-range emerging threat” of "high
national security consequence.”® In China's 14th Five-
Year Plan, a national-level strategic planning document,
Chinese policymakers identified quantum information
technologies as a priority for continued development to
serve the nation's strategic needs.”®
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Chinese corporate registry filings indicate that Chinese
sovereign wealth funds and a university-owned asset
management company provided QuantumCTek with
seed funding before the company was profitable, and
retain some of the largest equity stakes in the company
today” According to investment data compiled by
Pitchbook, QuantumCTek received its first round of
pre-IPO funding from USTC Asset Management Co., the
holding company for Peng’s and Pan’s university, and its
second round from CAS Holdings, a sovereign wealth
fund operated by the Chinese Academy of Sciences.!®

Pan
Jianwei‘

"

V7
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After the company became profitable, QuantumCTek
received funding capital
companies, including those with private capital.’”” With
initial seed funding from a university holding company
and a state-owned sovereign wealth fund, QuantumCTek

from several venture

successfully executed a public offering on the Shanghai
STAR Market in July 2020." When the company listed,
the value of its shares reportedly rose more than 1,000%,
with the value of Pan's equity reportedly increasing by
more than $34 million.™

Bin

| lp,wa"g/

=
QuantumCTek g
Peng
Chengzhi
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Source: Chinese corporate
registry filings
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As QuantumCTek gains expand access to private
capital from public trading on the STAR Market, it
apparently also maintains investments in other
Chinese technology companies, including those that
the U.S. government has designated as NS-CMICs or
SDNs.™ Chinse corporate registry filings indicate that
QuantumCTek is invested broadly in domestic Chinese
companies that are involved in research, development,
and commercialization of quantum communications
technology, quantum semiconductors, quantum
computing, and related technologies. For example,
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QuantumCTek reportedly holds a 40% stake in Wuhan
Space Sanjiang Quantum Communication Co., Ltd. (E{;X
fRRX=I&FEEBRAF: "Wuhan Space”), a limited
liability company involved in the research, development,
and sale of guantum communications technology.™
Wuhan Space is a subsidiary of the state-owned defense
conglomerate China Aerospace Science and Industry
Corporation (CASIC), which the U.S. Department of the
Treasury classified as an NS-CMIC in June 2021." The
State-owned Assets Supervision and Administration
Commission (SASAC), which oversees China's national

Investment Pathways from SASAC to Wuhan Space

SASAC
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%
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D € %/@ =
n

Source: Chinese corporate
registry filings
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SOEs, is, according to Chinese corporate registry filings,
the company's ultimate beneficial owner, controlling
42% of Wuhan Space’s stake through more than 10
investment pathways that are four layers or greater in
depth.™

Beyond SOEs, QuantumCTek also appearts to have
significant investments in the subsidiary of a privately
held Chinese company that the United States has
classified as a national security threat.™ QuantumCTek
reportedly holds a 34% stake in Nanjing Yiteteng
Information Technology Co., Ltd. (ARZEBERE
FARBIRAT), a privately held quantum computing
company."” Chinese corporate registry filings indicate
that Nanjing Yiteteng's ultimate beneficial owner is Hou
Weigui, the founder of the Chinese telecommunications
company ZTE Corporation. In June 2020, the FCC issued
an order determining that ZTE poses a national security
threat to the security and integrity of the nation's
communications networks and communications supply
chain because of their size, their close ties to the
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Chinese government, and the security flaws identified in
their equipment,” prohibiting the U.S. government from
using certain funds to purchase ZTE products for use
in the U.S. telecommunications infrastructure.”™ Zhao
Yong, the Associate Director of the Quantum Center and
a shareholder at QuantumCTek, is listed in corporate
documents as serving on Nanjing Yiteteng's board of
directors."

The QuantumCTek case illustrates how publicly
available information can help identify how the Chinese
party-state coordinates sovereign wealth funds,
universities, and capital markets to direct significant
state capital toward preferred technology ventures,
enriching professors and researchers in the process. It
also provides a means by which to identify the privately-
held and publicly-traded firms that the Chinese
party-state has preferred to advance its science and
technology ambitions, which can help policymakers in
risk identification and response.
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Corruption and Threat Finance: Organized Crime,
Kleptocracy, and China’s Belt and Road Initiative

Prominent Chinese organized crime figures serve
in formal Chinese political institutions and support
Chinese foreign policy objectives while simultaneously
using their international commercial enterprises for
money laundering. Some of Macau's most significant
junket operators, which reportedly have extensive
connections to regional organized crime networks,
participate in political institutions in mainland China,
enter joint ventures with Chinese state-owned financial
institutions, and launder funds for Chinese leadership
through their corporate presence abroad

In December 2019, Alvin Chau, a Macanese gaming
magnate reportedly associated with the 14K Triads,™®
acquired a significant stake in a Chinese state-owned
asset management company alongside the CITIC, one of
China's largest state-owned investment companies.””
In 2007, Chau founded SunCity Group.” Today, SunCity
Group is the largest junket operator in Macau,
reportedly boasting a VIP market share of 45%.'% To put
this figure in context, in 2019, the Macau government
reported MOP$135.2 billion (nearly US$17 billion) in VIP
baccarat revenues, the primary data point for VIP-junket
operations.™

Today, SunCity is a diversified conglomerate known for
its “integrated entertainment” model, incorporating
non-gaming services in its clubs such as travel, food
and beverage, and non-gaming entertainment.””® Some
news reports have framed SunCity’s expansion beyond
gaming as an effort to soften SunCity’s image from
regulators who scrutinize casinos and junkets for links
to organized crime and illicit finance.'?

Chinese corporate registry filings indicate that in
December 2019, Alvin Chau acquired a near-40%
stake in a joint venture with the Chinese state-owned

CITIC Howah Ownership Structure

State Council

CITIC Group

Alvin Chau Chau Sui Heng

Siblings

CITIC Asset Vast
Management Investments
Company (Macau)

Source: Chinese and
Macanese corporate
registry filings

asset management company CITIC via a company
he controls in Macau, and was appointed deputy
director of the board. The joint venture, CITIC Howah
Asset Management Co. Ltd. (PE/EEERTEER
PRZyE); “CITIC Howah”) is ultimately owned by the
State Council, the chief administrative authority in
China, via a controlling 60% stake.” According to its
website, CITIC Howah's three main business lines are
distressed assets investment, asset management, and
brokering the sales of state-owned assets,””® and it has
a controlling stake in at least 23 financial institutions
across mainland China.”” Macanese corporate registry
filingsindicate that Alvin Chau and his older sisterjointly
own the Macau-domiciled investment company that
holds CITIC Howah's remaining 40% stake.®® However,
this investment was not Chau'’s first foray into political
exposure in mainland China: in 2013, he was appointed
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to the Guangdong provincial committee of the CPPCC
for a five-year term.”

Four months before acquiring his stake in the CITIC
Howah, Chau was expelled from Australia for his
extensive organized crime connections.” In August
2019, amid a multi-year money laundering probe,
Australia’'s Home Affairs Department expelled Chau
from the country for his connections to organized
crime, which are well documented in publicly available
information sources.® According to a leaked report
from the Hong Kong Jockey Club, which holds a
monopoly on gambling in Hong Kong, Chau was believed
to be (or was formerly) a member of the 14K triads, and
other “SunCity key personalities have demonstrated
links to numerous triad societies and organized crime
figures."® In particular, Chau is said to have started in
the junket industry under Wan Kuok-koi (F[Ei54), aka
Broken Tooth Koi (“Wan"), a figurehead in Macau's 14K
triad syndicate, and maintained a relationship with
him before Wan's release from a Chinese prison in
December 2012."% Notably, following his release from
prison, Wan launched multiple commercial ventures in
Sihanoukville, Cambodia, where Chau also has business
interests.® In December 2020, the U.S. Department of
the Treasury's Office of Foreign Assets Control (OFAC)
designated Wan for bribery, corruption, and graft in
Cambodia and Palau, where he allegedly met with public
officials under his title as a member of the CPPCC while
establishing front companies for 14K triad operations.™
A preliminary investigation found no evidence that Wan
and Chau had joint business ventures in Cambodia.”®

Chau has substantial commercial partnerships
worldwide with individuals investigated for corruption
and organized crime, including in U.S. allied countries.™
For example, following Chau's expulsion from Australia,
Cheng Ting Kong (&1 ), who appears on Macanese
registry filings alongside Chau as a SunCity Group
shareholder, reportedly continued to operate SunCity's
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junkets at the Crown Melbourne, a casino at which high
net-worth Chinese individuals, including Xi Jinping's
cousin, were investigated for laundering significant
amounts of money.® Australian media outlet The Age
cited financial records indicating that SunCity's bank
accounts in Macau moved at least AU$500 million into
and out of Australiathroughits privateroomat the Crown
Casino.”™ In November 2016, the Australian government
reportedly added Cheng to the Australia Priority
Organization Target list, which has been described as
containing the “top tier of groups involved in serious
and organized criminal activity causing harm to the
Australian community.""? In his capacity as chairman of
the publicly traded company Sun International Holdings,
a horse breeding and racing company based in Hong
Kong, Cheng reportedly acquired an AU$75 million stake
in Australia’s horse racing industry."*® Corporate registry
filings further indicate that Cheng and his wife Yeung
So Mui (#5Z148) have substantial diversified business
interests in such sectors as entertainment, energy,
technology, and property development not only in East
Asia but also in Australia and Canada.

Additionally, in 2018, SunCity Group entered into a
partnership with Golden Sun Sky Entertainment Co.,
Ltd. ("Golden Sun”) to develop a US$360 million casino in
Sihanoukville, Cambodia.”* Golden Sun was reportedly
part of Chinese investment group Yunnan Jingcheng
Group Co., Ltd. (mRESRREHAERAE) (“Yunnan
Jincheng"), chaired by Dong Lecheng (B #15X) at the time
of its partnership with SunCity.*® One of the richest men
in Yunnan Province, Dong is involved in the real estate
development, aviation, and leisure businesses.® Dong
has made statements at corporate events saying that
Yunnan Jingcheng will cooperate with the local Yunnan
governments in various social projects.” According to
a Caixin report, Dong was investigated in 2014 by the
Kunming People’'s Procuratorate for bribery and had
been operating casinos across the Chinese border in
Myanmar.'®
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In Hoiana, Vietnam, SunCity partners with Gold Yield
Enterprises, a company reportedly controlled by the
Cheng Yu-tung family (via Chow Tai Fook Enterprises).
“The Cheng family is one of Hong Kong's wealthiest
families,®® and in 2012, The New York Times reported
that Cheng Yu-tung had personal business ties with
former Chinese premier Wen Jiabao that were used to
expropriate the Wen family's wealth.”® Other reporting
indicates that Chau and SunCity have pursued business
ventures in such countries as Russia,™ Japan,™ the
Philippines, and the Isle of Man.”®

In a July 2020 video, Chau said that SunCity Group has
a "wholehearted devotion to the motherland” amidst
swirling rumors about the company's solvency and
relationship with regulators.®® Given the extensive
reports of Alvin Chau’s involvement with not only
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organized crime and corruption but also centrally
owned party-state financial institutions, his reported
relationship to the Chinese party-state cannot be
easily characterized as one of traditional patron-
client relations nor one of mutual trust. Instead, the
relationship might be described as one of “mutual
endangerment,” in which all parties "hold one another
hostage with mutually incriminating information” but
are ultimately protected through “webs of interlocking
and competing loyalties."™ Regardless of Chau's
relationship to China’s party-state, he and his companies
would likely demonstrate an outsize financial crime
risk to U.S. allies around the world and demonstrate the
potential for serious national security threats to emerge
from China's commercial system, not necessarily from
Chinese economic statecraft but instead the systems
of collusion that are endemic in the economy.
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Alvin Chau (left) and Dong Lecheng (right) signing agreement for casino project in Sihanoukville, Cambodia (taken September 2018)"’
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Political Interference: PLA-dffiliated Satellite
Companies Lobbying in the United States

Many Chinese business elites lobby legally in the United
States in their capacity as business leaders, including for
companies related to China's military-industrial complex,
even though they also serve in prominent Chinese political
institutions.

In June 2020, The Wall Street Journal reported that Wu
Guangsheng (5=3¢R%), the chairman of a publicly traded
Chinese satellite technology company that develops
technology with the PLA, attended Republican strategy
meetings and met directly with then-President Donald J.
Trump and then-Secretary of the Treasury Steve Mnuchin.®®
He did so alongside lobbyists and researchers who made
donations to Trump's re-election campaign and were not
registered as foreign agents with the Department of Justice
under FARA™

(U
a w 3
W
— Guangstlheng

P
/

\

S
N

\\ \
|

-
e

A

¥

[/

(
\\“"///‘

Wu Guangsheng's company is prominent in China’s military-
industrial complex. Chinese corporate registry filings
indicate that Wu Guangsheng is the founder, chairman,
and general manager of Huaxun Fangzhou Co, Ltd. (£Eifl
R ERAT]: "Huaxun Fangzhou"), a publicly traded
satellite company listed on the Shenzhen stock exchange
as a “military-civil fusion concept stock” (& REE S
28) %0 Chinese corporate registry filings also indicate that
SASAC holds a minority equity stake in the company via its
direct subsidiary China Hi-Tech Group Co, Ltd. (REEXKEE
FEPR/AE]), a textile equipment manufacturer. According
to Huaxun Fangzhou's stock disclosures and news reports,
more than 90% of its business revenue is estimated to come
from the military telecommunication and satellite products
it develops. 62 Beyond Huaxun Fangzhou, Wu Guangsheng
is an officer or shareholder of 47 companies, and for 36,
he is a legal representative.® Those companies primarily
work in satellite, computing, microelectronics, batteries,
superconductors, and other technology.'®*

Wu Guangsheng and companies for
which he is a director or shareholder
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Wu Guangsheng maintains several concurrent leadership
positions in political, social, and academic associations
directly affiliated with the party-state.®® Since 2017, Wu
Guangsheng has served as a member of the Executive
Committee of the All-China Federation of Industry and
Commerce, which is subordinate to the United Front Work
Department and connects the party-state with private
enterprise.® He is also a deputy director of ACFIC's Young
Entrepreneur Subcommittee.” At the same time, Wu is
also a representative in the city-level Shenzhen People’s
Congress as a member of the CCP*® % |n 2019, he was
recognized in the People's Daily in the “Fifth Cohort of
National Private Sector Outstanding Builders of Socialism
with Chinese Characteristics."”

Wu Guangsheng's companies have commercial and
academic exposure to the United States and its allies.”
Huaxun Fangzhou's website indicates that it works
directly witharange of American technology companies
and Chinese companies that work with China’s military,
including not only state-owned defense contractors but
also publicly traded companies like ZTE that the FCC
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has classified as national security threats.”? Huaxun
Fangzhou operates academic centers that collaborate
with Chinese defense universities and universities
abroad.” For example, in 2014, Huaxun Fangzhou
established a research institute with Tianjin University,
the Chinese Academy of Sciences, and several other
universities with the stated goal of “promoting the
commercialization of international and domestic
terahertz technology,” which has applications in high-
bandwidth communications,  ultrahigh-resolution
imaging, and remote sensing.”* On its website, the
institute lists as partners not only Chinese defense
universities like the Harbin Institute of Technology
but also foreign universities like the United Kingdom's
University of Liverpool and Canada's University of
Waterloo.”® The company's center hosts biannual
conferences on terahertz batteries that bring leading
experts on the technology from the United States,
Germany, Japan, South Korea, Israel, and other countries
to events with the leadership of major Chinese state-
owned defense conglomerates.”® The company's
website includes profiles of visits by researchers not
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Commercial partners as listed on Huaxun Fangzhou's website
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Wu Guangsheng with former President Donald J. Trump (Source: Wall Street Journal) and former Treasury
Secretary Steven Mnuchin (Source: Huaxun Fangzhou WeChat account).

only from the United Kingdom and Germany but also
from the PLA and state-owned defense contractors.” 78

Despite these extensive connections to China’s political
institutions and  military-industrial complex, Wu
Guangsheng has also been politically active in the United
States through his role as CEO of Huaxun Fangzhou.”
In June 2020, The Wall Street Journal reported that Wu
Guangsheng achieved access to U.S. politicians, including
then-U.S. President Donald J. Trump.®® Wu Guangsheng
also reportedly met with senior Republican National
Committee members Ronna Romney, Elliot Broidy,
Shawn Steel, and then-Secretary of the Treasury Steven

Mnuchin, according to an article published on Huaxun's
social media.® The Wall Street Journal reported that the
dinner was “a Republican National Committee leadership
meeting in San Diego and an invite-only gathering where
GOP leaders discussed re-election campaign strategies
and other issues.” 18

Because Chinese business elites may participate in
political institutions that confer prestige and exposure,
they may inadvertently expose the United States and
other liberal democracies to national security risks
through their otherwise legal lobbying activities.’®
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CONCLUDING
DISCUSSION AND
RECOMMENDATIONS

It is possible to proactively identify national security
threats from China’'s economy through high-scale
integration of publicly available information,
which can produce outputs with the timeliness
and granularity required to be actionable by law
enforcement and civil regulators.
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China's political economy poses systemic national
security risks to the United States and other market-
oriented liberaldemocracies. Inorder to properly identify
and mitigate national security risk, policymakers must
be attentive to the formal and informal mechanisms
through which the party-state exerts control or
influence over commercial actors, which are both
similar to and distinct from state-business relations
in market-oriented liberal democracies. National
security practitioners will continue to face challenges
in identifying and mitigating national security threats
in China's economy because its commercial systems
are complex, diversified, and politicized. However, publicly
available information can provide a substantial amount
of detailed material to help policymakers assess the
relationship of a commercial actor to the party-state and,
in turn, develop policy responses tailored to specific risks
on a case-by-case basis.

While this report demonstrates the significant potential
of using open source information to respond to threats
from China, recent events also highlight the potential
risks of doing so without the proper ethical or conceptual
frameworks.Forexample,inalune2021trialagainstaformer
University of Tennessee at Knoxville associate professor
Anming Hu, federal agents admitted to falsely accusing
Hu of being a Chinese spy based on a “rough translation”
of a Mandarin-language flier identified in a Google search,
which began a multiyear economic espionage probe.”
Evidence presented in the trial showed that university
administrators struggled to explain disclosure policies to
Dr. Hu, and what federal agents may have perceived as
intentional omissions from his academic record may have,
in fact, been the result of unclear disclosure policies and
reporting requirements related to conflicts of interest and
Chinese technology transfer’® The case highlights the
many complexities about using open source information
into the intelligence enterprise, particularly as it relates to
national security threats from China.

The first is that while open source information may be
low-cost and easy to access, the methods for its use
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and exploitation are not necessarily straightforward.
This report demonstrates how useful it can be, but its
adoption must be accompanied by rigorous analytic
standards, many of which may be unaddressed by
compliance frameworks designed primarily for
classified information.

The second is that investigations on threats from China
require subject matter expertise, which includes both
the discernment and linguistic skills to not only find
relevant data but also set it in its appropriate context.
The data used in this report is predominantly from
Mandarin-language sources. While new technology
platforms dramatically reduce the technical threshold
required for subject matter experts to access and
exploit data, they must understand the proper political
and technological context to create an analytically
rigorous product.

The third is that the long-term success of efforts
to counter national security threats from China
requires credibility and confidence in the process and
approach. Universities and other stakeholders who have
traditionallybeenoutsidethenationalsecurityenterprise
may reasonably struggle to understand or implement
new national security policies related to threats from
China, even in good faith efforts to comply. Because
publicly available information is free from classification
restrictions, it can form the basis of analysis that helps
law enforcement and civil regulators more easily show
their work and operate from a common understanding
with a significant amount of granularity and fidelity. As
government efforts to counter threats from China are
increasingly subject to public scrutiny, a more effective
use of unclassified sources can be a powerful tool to
build confidence and facilitate collaboration between the
diverse range of stakeholders necessary for protecting
and advancing the national interest.

The report’s findings inform the following more specific
recommendations for law enforcement and civil
regulators:
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Develop analytic capability,
technical systems, and
procurement processes
that support more effective
use of publicly available
information (PAI) in the
national security enterprise,
and improve access to
threat assessments for
nontraditional consumers of
intelligence like state and
local governments.

In September 2020, following a two-year review of
the US. intelligence community's competencies and
readiness with respect to China, the House Permanent
Select Committee for Intelligence (HPSCI) found that
“the United States’ intelligence community has not
sufficiently adapted to a changing geopolitical and
technological environment increasingly shaped by
a rising China."® Among its unclassified findings,
HPSCI stressed that the importance of nontraditional
customers receiving intelligence products related to
China and the "indispensable” value that open source
intelligence can play for a target whose threats to the
United States transcend traditional “hard” national
security questions like military capabilities.® As this
report demonstrates, PAl caninform actionable analytic
products that are easily disseminated to a wide range
of stakeholders—including those outside the federal
government like universities or financial institutions on
the frontlines of engagement with China. In developing
an analytic capability with PAIl, policymakers should be
attentive to datasets that are beyond the traditional
collection taxonomies around which many elements
of the intelligence community are organized. Given the
broadeningrange of relevant PAl sourcesandthe expanding
group of stakeholders who need access to analysis derived
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from it, future policy-oriented research and writing should
continue to reimagine how the intelligence enterprise
should relate to open source information in today's threat
and technology environments.

Support joint fusion centers
with the Five Eyes and allied
counterparts that share
resource burdens, promote
collaborative analysis,

and facilitate coordinated
multilateral responses.

China's party-state interacts with the commercial
environment in a networked fashion through people,
companies, political institutions, and civil society
organizations that are transnational in their activities. By
developing fusion centers for analysis and information
sharing with Five Eyes counterparts, the United States
could draw from the complementary expertise, access,
and resources of international partners who may have
not only critical information related to a key piece of
threat network operations but also more capacity to
act against a given threat actor. Data management and
analysis systems now exist with the security, privacy,
and access controls required to collaborate within and
across government and industry, even when participants
face different compliance obligations or may wish to
incorporate sensitive or protected information into
portions of their analysis and assessment. By developing
new approaches for unclassified data collection,
management, and analysis in coordination with allies,
the United States and partners can more quickly develop
best practices, share resource burdens related to start-
up costs and engineering, and facilitate multilateral
coordination in policy responses informed from a
common operating picture about the nature of the threat.
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Develop a national data
strategy that coordinates
domestic data management
reforms with national
security concerns related to
China.

The United States and its allies should ensure that
any domestic efforts to improve data management
within the domestic government seize opportunities
to improve interoperability with Chinese data sources.
For example, the 2020 National Defense Authorization
Act mandated that the US. government establish a
national beneficial ownership registry to consolidate
and standardize information about corporate ownership
thatis currently managed on a state-by-state basis. The
relatively straightforward clerical change of requiring
that China-domiciled companies with subsidiariesin the
United States also include in U.S. corporate disclosures
their Chinese name (and unique corporate identifiers
in China's commercial registry like the Uniform Social
Credit Code) would dramatically improve investigators'
ability to conduct due diligence investigations that
leverage the full breadth of available sources from
Chinese public records. As the U.S. government and
allies more broadly reform their approaches to data
management and integration, they should ensure that
those efforts do not miss opportunities to protect U.S.
national security interests against threats from China.
This is relevant not only to how data is recorded but
also to how data architectures for different government
agencies are designed, i.e., with interoperability in mind.
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Avoid broad
generalizations in threat
assessments and policy
design.

China's political economy is complex and requires
careful attention to how the party-state engages with
commercial actors. If policymakers and observers do
not appreciate those complexities, they risk producing
threatassessments that overstate loose notions of “CCP
malign influence” and understate more fundamental
vulnerabilities that rules-based, market-oriented
systems face in extensive commercial engagements
with China's “special deals” economy. In some cases,
such as responses to the COVID-19 pandemic or climate
change, it is in our national interest to cooperate and
collaborate with China. By overemphasizing the extent
to which the CCP exerts control over companies,
universities,and peoplein China,wereducethelikelihood
that we will be able to seize those opportunities, not
only to cooperate on issues of shared concern but
also to pursue economic statecraft that changes
incentives on commercial behavior divergent from or
directly adverse to U.S. interests (like the production of
opioid precursors or the use of forced labor in Xinjiang).
Additionally, we may distract ourselves from the policy
solutions that could more effectively and durably shore
up the United States against threats from China, such as
increasing transparency in beneficial ownership records
for U.S.-domiciled companies, restricting dark money in
politics, or combatting racial animus towards the Chinese
diaspora (and reinforce our liberal democratic valuesin the
process).”®® These types of policy solutions could inform
an affirmative policy agenda that unites the United States
and its allies around a shared vision for the future instead
of a punitive one that centers solely on countering China.
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Invest in Chinese language
and area studies in the
United States.

Over the longer-term, the United States and its allies
needtoensure they have the available expertise required
to support the national security mission against threats
from China. Doing so will require expanded investments
in language and area studies programs within the
United States and in programs that attract and retain
talent within the U.S. government and policymaking
community.

As China's economy continues to grow and globalize,
policymakers and regulators in the United States
and allied countries will continue to face challenges
not only in appraising where the potential costs of
engagement with Chinese business systems may
outweigh the benefits but also in responding to an ever-
broadening range of commercial activities through
which China's party-state may conduct economic
statecraft. In recent years alone, policymakers in the
United States have articulated concerns on issues
as diverse as technology transfers that erode U.S.

47

economic and military advantages;illicit financial flows
that undermine multilateral efforts in nonproliferation,
counterterrorism,and counternarcotics; the deployment
of fishing vessels and sand dredgers to assert territorial
claims and deplete the global commons; market
distortion through noncompetitive economic behavior;
and international exposure to China’s grievous human
rights abuses in Xinjiang and around the world.
Over longer time horizons, leaders have expressed
strong concerns about constraining choice in certain
industries or democratic policies, like facilitating dark
money flows, influencing international standard-setting
bodies, or changing public opinion. Fundamentally,
these risks boil down to whether the party-state can
successfully make a commercial actor, university, or
civil society organization act in accordance with its
interests and policies. As national security concerns
continue to expand into spaces outside the traditional
intelligence aperture, practitioners will benefit from
adopting publicly available information—an analytical
tool that can provide timely, actionable insights with
high fidelity at a fraction of the cost of more exquisite
collection assets.
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