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Executive Summary

Iran and Russia are deepening their political and military relationship through intermediary companies that facilitate their defense
collaborations and flout global sanctions regimes. This report examines the case of Iran’s role in developing Russian unmanned
aerial vehicle (UAV or drone) production capability, which Russia is using to wage its war in Ukraine. Leaked records indicate that
the Iranian company Sahara Thunder led an extensive collaboration with the Russian company Alabuga JSC to provide the latter with the
technology and know-how to produce a variant of the S-136 UAV, which Russia has since used widely in military operations against Ukraine.

This collaboration has spanned multiple years and persisted in the face of global censure and sanctions against both countries. Key
aspects of the partnership include the following:

Close Ties to the State: Both Sahara Thunder and Alabuga JSC are economic actors with long-term ties to the state.
Sahara Thunder is deeply embedded in state defense networks. It is a prime example of Iran’s use of middlemen to carry

out its activities while the Russian state is leveraging Alabuga JSC for defense industrial use.

UAE Intermediaries: Sahara Thunder and Alabuga JSC used a UAE-based company to carry out aspects of their partnership,

which allowed the two companies to minimize evidence of direct contact in the UAE’s low-barrier business environment.

Mixed Payment Systems: Alabuga JSC paid for equipment and services through wire transfers via the UAE and
gold shipments. The two payment methods offer different advantages, and the combination of the two offers agility in

circumventing sanctions.

Relationship Development: The outcome of this collaboration has outlived the UAV project. Reciprocal visits by both
parties served not only to expand UAV localization but also focused on other defense industrial domains, indicating a

growing Russian-Iranian military partnership.

Ultimately, the collaboration outlined in leaked data is borne out by evidence on the battlefield. The Russian military has deployed
thousands of Geran-2 UAVs—the Russian-produced variant of the S-136—against military, civilian, and economic targets across
Ukraine.! Sahara Thunder and Alabuga JSC’s project may also have broader implications for global security. As the United States
and other countries seek peace in Ukraine and consider their strategies, policymakers should not consider Russia or Iran within a

vacuum but instead as interdependent actors.
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Infroduction

Iranian unmanned aerial vehicles (UAVs, or “drones”) are helping transform the battlefield in Ukraine for Russia. These UAVs are
cheap and expendable, and the Russian military has launched over 8,000 of them against military and civilian facilities across
Ukraine since the start of the conflict.? The logistics behind their deployment—a multi-billion-dollar effort to localize Iranian UAV
production in Russia—tells the story of a new era in Russian-Iranian military collaboration and provides an unprecedented glimpse
into rogue state operations.

Iran and Russia have an extensive history of military collaboration, but until recently, this relationship has largely consisted of
Russia sending military goods to Iran. Major military sales from Russia to Iran began in 1989 during the Soviet era, and Russia sold
tanks, aircraft, and missiles to Iran throughout the 1990s.? * Since Russia invaded Ukraine in 2022, military goods and technology,
including UAVs, have now begun flowing in the other direction.’ ¢ 7 UAVs are a particularly important focus of collaboration between
Russia and Iran: Russia had a comparatively limited UAV production base prior to its invasion of Ukraine, and the Russian government
has sought to develop this capability as the United States and the European Union (EU) moved to close key supply chains.?

This collaboration takes place in the face of—and is perhaps spurred by—the global sanctions regimes against Russia and Iran.
Since the 1979 Islamic Revolution, Iran has faced extensive sanctions from the United States and its allies in response to Iran’s
destabilizing actions across the world.” These sanctions have targeted various sectors of the Iranian economy, including energy,
infrastructure, defense, research, and finance. For its part, since its 2022 invasion of Ukraine, Russia has been subject to sanctions
and trade restrictions implemented by the United States,'® the EU,!! the United Kingdom, and others.*?

The ongoing transfer of UAV technology and manufacturing capability provides important insight into how Russia and Iran are
continuing to develop their military collaboration while pursuing their economic, security, and foreign policy goals. It demonstrates

how Iran repurposes tactics once used to acquire sensitive materials and support proxies to now export UAV models and production capabilities.
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Methodology

This report uses leaked data supplemented by other forms of publicly available information to map the actors involved in the
transfer of UAV production technology from Iran to Russia.

On February 4, 2024, a hacking collective called Prana Network leaked 10 gigabytes of data from the little-known Iranian company
Sahara Thunder.”” These documents included 10,685 emails and attachments covering Sahara Thunder’s oil shipping network,
as well as 45 PDFs related to its engagement with the Russian company Alabuga JSC. This material is supplemented by leaked
data from Safiran Airport Services (SAS), an Iranian company that the United States sanctioned in September 2022 for its role in
coordinating supplier-related flights between Russia and Iran.™*

However, leaked data cannot always be taken at face value as reliable or complete. This data may reflect biases from the source,
the hackers, or other involved parties. Several groups inside and outside Iran have motivations to conduct such hacks, including
domestic opposition groups, regional rivals, or international powers. As of the date of this publication, we have been unable to
verify which among these groups, if any, was responsible for leaking the data we used. It is important to note, C4ADS is not
confirming the accuracy of the leaked data, and any reference to it is clearly referenced in the footnotes.

As such, this report uses additional publicly available information and analytical methods to corroborate, analyze, and expand upon
information sourced from the leaked data. Key sources and methods include:

o Data Processing and Machine Learning: Analysts developed a large language model from a database of over
10,000 email records found in the Sahara Thunder leaks. This allowed for quicker and more reliable lead generation,
cross-referencing, and visibility into the company’s activities. We also indexed all emails related to the SAS leaks in

an in-house data lake, facilitating quicker searches for relevant terms, documents, and entities of interest.

«  UAV Component Analysis: C4ADS conducted visual and technical analyses of S-136 subsystems recovered from
the battlefield in Ukraine to verify information in the leaks and assess developing capabilities.

o Corporate Data: Analysts used the Iranian Gazette, along with preexisting data on high-risk Iranian entities, to

map corporate networks and source personally identifiable information for individuals and companies named in
the leaks.

o Other Public Sources: C4ADS used vessel flag registries, signals data, and public reporting to verify and
complement leaked data. Automatic Identification System data allowed for the tracking of vessels historical paths,

while aircraft positioning data corroborated travel activities, such as Russian delegation visits to Iran.
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The Players

The leaked documents indicate that Sahara Thunder and Alabuga JSC facilitated a deal to bring Iranian UAV production to Russia.
A deeper look into both entities indicates their ties to the state—Sahara Thunder is deeply embedded in state defense networks and
is a prime example of Iran’s use of middlemen to carry out its activities, while Alabuga JSC has direct ties to the Russian government

and defense sector.

Sahara Thunder

Sahara Thunder ('saa JA &S &) is a Tehran-based private limited company founded in 1992.'¢ Sahara Thunder’s activities cover
a range of economic sectors, including oil shipping and defense procurement. Data found in the Sahara Thunder leaks indicates
that the company has facilitated Iranian cooperation with international military manufacturers in Russia and China since at

least 2016.'7 18 * For example, Sahara Thunder’s email archives provide evidence that between 2016 and 2022, the company
brokered Iran’s purchase and import of Russian military aerostats—lighter-than-air balloons and airships used for surveillance—
from the state-owned Russian defense company Dolgoprudny Design Bureau of Automatics (DKBA).2° 2! Additional emails

show that Sahara Thunder had an agreement with the Chinese entity CAMA (Luoyang) Electromechanic CO., LTD to purchase
dynamometers, used to test engines and aerospace components in 2019.%*2* CAMA (Luoyang) Electromechanic is partially
owned by the China Air-to-Air Missile Research Institute, itself a subsidiary of the key state-owned defense enterprise Aviation
Industry Corporation of China.** In addition to its defense activities, Sahara Thunder’s oil smuggling operations have continued

to act as a significant revenue stream that financially supports the Iranian regime.?

Both Sahara Thunder and its subsidiary, Etemad Tejarat Misagh, were sanctioned by the U.S. Department of the Treasury’s
Office of Foreign Assets Control (OFAC) on April 25,2024.%° In the designation, Sahara Thunder is cited as being the main front
company “facilitating and financing the clandestine sale of Iranian UAVs for Iran’s Ministry of Defense and Armed Forces Logistics

(MODAFL)” to Russia.

Ties to the Iranian Government

Sahara Thunder appears to have a pattern of representing Iran in its dealings with the Russian defense sector. For example, the
agreements between Sahara Thunder and DKBA—the Russian entity that sold Sahara Thunder aerostats—were conducted via the
Iranian attaché in Moscow in 2016, according to leaked data.?’” 2® According to leaked emails, Sahara Thunder states a person with
the last name “Famerini” was the company’s representative in dealing with DKBA in 2022.* Meanwhile, an individual named
Rohollah Famerini is listed as the attaché at the Iranian Embassy in Moscow during the same timeframe.*® >! This is not the only time
this name has appeared in connection with Russia on aerospace topics. According to the Russia-based Aviation and Space News,
an individual named Rohollah Famerini represented the Iranian Helicopter Research and Development Company (IHSRC) as its
deputy managing director for Commercial and Economic Affairs at Russia’s 2017 MAKS Air Show.*? During the air show, Famerini
presented a new Iranian helicopter, the Saba-248, designed by IHSRC.

Sahara Thunder appears to be at the center of a dense network intersecting Iran’s Ministry of Defense and Armed Forces Logistics
(MODAFL), the Islamic Revolutionary Guard Corps (IRGC), and commercial entities in the broader defense sector. Its corporate
network is deeply entangled with other key defense entities. Current or former members of Sahara Thunder’s board also sit on the
boards of MODAFL subsidiary Pars Garma, OFAC-sanctioned UAV subsystem producer Electro-Optic Sairan Co., and Acme Tower
Kish, which is closely tied to companies affiliated with sanctioned IRGC Brigadier General Hojatollah Ghoreishi.** ** Ghoreishi is
reportedly the head of logistics for MODAFL and allegedly negotiated the sale of Iranian UAVs to Russia through the summer of
2022.3¢37 3 Additionally, the chairman of Sahara Thunder’s board of directors, Kazem Mirza Kondori, was once an attaché of the
Iranian embassy in China.?” Leaked emails indicate that, outside of its ties to defense and diplomacy, Sahara Thunder has conducted
oil smuggling for the National Iranian Oil Company since at least 2022, although it is believed that its oil smuggling activities likely

started before this date.*® #
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Sahara Thunder is one of many examples of Iran using intermediary entities to achieve its defense goals while evading sanctions.*>
Once global actors and sanctioning bodies identify these intermediaries, Iran can adapt or retire its intermediaries and move on
to new supporting actors. This agility is present in the case of Sahara Thunder: Iranian corporate data indicates that after the
U.S. Department of the Treasury sanctioned the company in 2024, Sahara Thunder changed its name to Bani Tejarat Kousha
( WS @l Au )% As of April 2025, Sahara Thunder is in the process of liquidation, potentially clearing the way for another
company to take its place.**

Alabuga JSC

Alabuga JSC is the management company of the Alabuga Special Economic Zone (SEZ), which is located in Tatarstan, a region
of Russia.** The company is owned by the Ministry of Land and Property Relations of the Republic of Tatarstan.*® Alabuga SEZ
is host to several other companies alleged to support Russian UAV production, including the Alabuga JSC subsidiaries Alabuga
Development LLC and Alabuga Machinery LLC, as well as other companies, like Albatross LLC, which also produce UAVs used
by Russia in Ukraine.*” ** #° The Alabuga-branded companies’ operations are not completely distinct from each other: Alabuga
Machinery is directly mentioned in leaked documents as having received materials from Sahara Thunder.® Meanwhile, Alabuga
SEZ resident Tatneft Alabuga Fiberglass is the alleged producer of fiberglass and other materials used to support Alabuga JSC’s UAV
production.’! Alabuga JSC was sanctioned by the U.S. Department of the Treasury on January 15,2025, for its role in making UAVs.*>

The leaked Sahara Thunder documents do not provide a clear picture of the direct mechanisms through which Alabuga JSC may
be producing and providing UAVs to the Russian military. However, media reports indicate that at least one Alabuga JSC subsidiary
received a contract from the Russian Ministry of Defense and in 2023, the Alabuga SEZ received an award for implementing state

defense orders.>® >*
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Shahed 136

According to leaked records, Sahara Thunder contracted with Alabuga JSC to localize production of Iranian UAVs—most notably,
the Shahed-136 at the Alabuga SEZ in Tatarstan. The Shahed (“Witness”)-136 or “S-136” UAV is a flying wing loitering munition,
also known as a “suicide drone” due to its single-use nature. The Iranian state-owned corporation Iran Aircraft Manufacturing
Industries (HESA) produces the UAV in association with the Iranian aerospace company Shahed Aviation Industries.> The S-136
is purportedly inexpensive to produce but offers
sizable capabilities, including an operational
range of 2,000 kilometers and a payload of
40 kilograms.>® °” The S-136 is widely used by
Iranian military forces, such as the IRGC, which
has deployed or proliferated it in conflict zones
such as Yemen.*®** In addition to its relatively low
price and long range, the S-136 as a platform does not
require costly aerospace infrastructure like a runway.
The S-136 can be launched using a rocket-assisted
takeoff method, which can be conducted from the
back of converted civilian vehicles.® This gives the
user flexibility to launch from various locations and

increases the difficulty of detection and interception.

S-136 in flight.
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The Deal

Leaked data indicates that Sahara Thunder acted as a middleman to facilitate a sprawling, high-level deal between Iranian and
Russian defense industrial entities. In particular, the agreement was intended to indigenize Russian UAV production to support its
war in Ukraine while strengthening Russian-Iranian defense ties. In November 2022, Alabuga JSC and Sahara Thunder had signed
an agreement to provide Russia with the ability to localize at least 90% of its production for 2,400 S-136 UAVs per year, with the
goal of producing 6,000 UAVs within the first two and a half years of cooperation.®!

To achieve these goals, Sahara Thunder initially agreed to provide Alabuga JSC with the following for S-136 production:
e 6,000 UAV Kkits;"?

o The transfer of various technologies, blueprints, and source codes for several S-136 components, including the MD-550
engines, avionics systems, rocket-assisted takeoff method rocket boosters, and explosive warheads;** and

+ 300,000 hours of training in Iran and 300,000 hours of training in Alabuga SEZ to assist with indigenizing S-136
production there.®*

The total contract price for technology, equipment, source code, and 6,000 units was 108.5 billion rubles (approximately US$1.75
billion per the contemporary exchange rate).*® The initial investment from Alabuga JSC is listed as 48 billion rubles (US$782.6
million), of which 36 billion rubles were advanced to Iran and the remaining 12 billion rubles were allocated to the development
of buildings and structures at the Alabuga SEZ site.® Iran has historically quoted the production cost for each unit at US$30,000-
US$50,000.°” In the November 2022 agreement, the price for the 6,000 UAV kits was listed as 12 million rubles/US$193,000
per unit, with lower-volume purchases priced significantly higher (8 million rubles/US$290,000 per unit for 2,000 units).®® These

quotes likely factor in costs such as infrastructure, training, licenses, and other services.

Between April and July 2023, the parties signed and carried out subsequent contracts for Sahara Thunder to provide additional materials

(including rolled stainless steel, stainless steel wires, and other equipment) to Alabuga JSC and its subsidiary Alabuga Machinery.® 7

Use in Ukraine

The collaboration between Sahara Thunder and Alabuga JSC has borne fruit, as seen across the battlefield of Ukraine. Analysis
of UAV imagery from Ukraine corroborates Russia’s shift from imported Iranian S-136 UAVs to a domestically produced S-136
analog deployed under the name Geran-2 (Geranium-2). During the early stages of the Russian-Iranian agreement, and before
Russia was able to establish its production facilities, Iran likely delivered S-136 UAVs produced directly by HESA or its affiliates. In
early September 2022, the Armed Forces of Ukraine shot down the first Iranian S-136 kamikaze UAV in the Kupiansk sector of
the frontline.”! This first generation, denoted by the letter “M,” is assumed to be almost an exact copy of the model used by Iran’s
armed forces.”

After several months, a new version of the Russian Geran-2 began to appear in Ukraine, marked with the Cyrillic character “bI.”
This second generation, although sharing many similarities with the “M” variant, exhibits minor changes to its internal subsystems.”?
The third observed variant is marked with the letter “K.” This model has the most variance in its subsystems when compared to
the original Series M and subsequent Series bl.7* Based on a comparison of the subsystems across these various generations, the
K variant appears to diverge significantly from earlier M and bI models.” This suggests that, although at one point Iran exported

S-136 UAVs to Russia, the relationship has since localized at least a portion of production within Russia.

The switch from UAV imports to localized UAV manufacturing has played a significant role in supporting Russia’s war in Ukraine.

11 Sahara Thunder

As of September 2024, Russia had reportedly launched as many as 8,060 Geran-2 UAVs against military, civilian, and economic
targets across Ukraine.” By indigenizing UAV production, Russia has been able to quickly maintain and expand its long-range
strike capability. To accommodate shifting mission requirements, Russia can allocate additional resources to produce or modify
the Geran-2 without additional Iranian support. While benefiting from increased autonomy, Russia can still take advantage of
any improvements that Iran might make to the S-136, as the countries’ shared production methods facilitate Russia’s adoption of

innovations to Iranian UAV designs.
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Locations of various subsystems found in the Shahed-136/Geran 2, including the variations found in each production series. The three series’ subsystem variations align with
documented efforts to localize UAV production within Russia.
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Network Characteristics

The window provided by leaked data into Sahara Thunder and Alabuga JSC’s relationship reveals how the companies approached
the many facets of cooperation necessary to successfully localize UAV production in Russia. While, in some ways, the collaboration
is like any other international defense partnership, several aspects of the engagement show how the companies are operating within
and adapting to a constrained global environment. The following are key methods of collaboration identified in the leaks.

UAE Intermediaries

The leaked documents indicate that Sahara Thunder and Alabuga JSC made use of a UAE-based company to carry out their
partnership, which allowed the two networks to interface without direct contact. According to leaked documents, in May 2023,
the UAE-based Generation Trading FZE sent 100 million UAE dirhams (US$27.2 million) worth of rolled stainless steel and
stainless steel wires to Alabuga Machinery LLC, a subsidiary of Alabuga JSC.”” Documents show that Generation Trading
processed numerous transactions with Alabuga Machinery LLC via the Dubai Branch of Bank Melli Iran, including the previously
mentioned agreements for equipment, tools, and raw materials.” ” Sahara Thunder appears to have frequently used the UAE to
process payments for its maritime activities, with financial institutions such as the National Bank of Fujairah PSC and the Emirates
Islamic Bank appearing to have processed hundreds of thousands of dollars in transactions on behalf of Sahara Thunder and other

subsidiaries for port charges and bunkering operations.®® 8! 82
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Contract between Alabuga Machinery (Russia), Generation Trading FZE (UAE), and Sahara Thunder (Iran ).5°
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The UAE provides numerous advantages to Iranian and Russian companies conducting business. The UAE allows Free Zone
Establishments (FZEs) like Generation Trading FZE to have 100% foreign ownership, tax exemptions, the ability to freely repatriate
profits and capital, and limited liability for the capital shareholders invested in the company.?* These characteristics allow sanctioned
entities in Iran and Russia to access otherwise-blocked infrastructure for communications, transport, and finance.

Caspian Sea Logistics

The leaked documents indicate that Sahara Thunder and Alabuga JSC took care to ensure that the transfer of equipment from Iran
to Russia took place through secure routes and in coordination with trusted partners.

An undated document indicates that Alabuga JSC used Eurasia
Shipping LLC to transfer 50 containers of cargo across the Caspian
Sea, from Amirabad Port, Iran to Makhachkala, Russia.®* Eurasia
Shipping is not a generic shipping company: it is closely linked to
Russia’s Ministry of Defense through its leadership and operational
oversight, including ties to a military-aligned logistics firm and a
research institute controlled by a defense-focused conglomerate
sanctioned for its work in electronic warfare.?® 87 As such, Eurasia
Shipping likely has both the technical expertise to ship military goods
as well as the personal network to warrant Alabuga JSC’s trust.

Eurasia Shipping may represent only one of several firms involved
in Sahara Thunder and Alabuga JSC’s UAV logistics. The leaks
separately noted other candidates considered for coordinating
shipment logistics, including the Russian companies Sarmat LLC,
GC “Advance Shipping,” and LLC TF “VTS-Forwarding”® Once
the shipments arrived in Russia, other logistics firms were likely
involved in moving the materials to Alabuga SEZ from the port by

truck or train.®’

Mixed Payment Systems

In addition to figuring out how to move the goods, Alabuga JSC
and Sahara Thunder needed secure means to transfer and receive
Key transit location between Iran and Russia as specified in the Sahara payments. Over the course of their relationship, they used multiple
Thunder leaks methods to transfer funds. In one instance, leaked documents show
that Alabuga Machinery agreed to wire the agreed-upon funds in UAE dirham to Generation Trading’s bank account with the
Dubai branch of Bank Melli.*® Generation Trading would then be able to transfer the funds from their Bank Melli account to Sahara

Thunder’s account in Iran.

However, the companies did not limit themselves to wire transfers and, on multiple occasions, apparently used gold bars instead.
Evidence of the transfers included a handwritten form dated March 16, 2023, for the delivery of 1,788,402.2 grams of gold at
a price of US$58.32/gram, for a total price of US$104.29 million.” In addition or revision to that agreement, a contract dated
April 5,2023, between Sahara Thunder and Alabuga Machinery (represented by director Nikolai Nikolaevich Aftapov) references
a delivery of 2,067,795.9 grams of gold to the Iranian party.”* %
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Excerpt from a March 2023 contract between Alabuga JSC and Sahara Thunder, detailing the quantity of gold to be paid to Sahara Thunder >

By using gold, the parties avoided using the U.S. dollar, which could be in short supply or subject to enforcement action by the U.S.
Department of the Treasury. The transfer of gold also provides additional anonymity as it circumvents traditional financial systems
while leaving a limited digital footprint. These characteristics make precious metals like gold an excellent medium for the payment

of goods or services that require heightened discretion.

While the Sahara Thunder leaks only indicate that the companies made payments via gold and wire transfers through the UAE,
sanctioned Iranian entities may be leveraging cryptocurrencies as well. Leaked emails from SAS, another Iranian company sanctioned
by the United States for its role in coordinating military and UAV-related flights between Russia and Iran, hint at this trend.” In a
leaked correspondence associated with a March 2023 state trip to Iran by Belarusian President, Alexander Lukashenko, SAS offers
the Belarusians to pay for the airport services via the cryptocurrency Tether.”® As sanctions regimes continue to evolve, hard-to-trace

and under-regulated cryptocurrencies may become critical channels for illicit payments used by entities like SAS and Sahara Thunder.

Relationship Development and Trust-Building

Beyond the hard details of logistics and payments, both Sahara Thunder and Alabuga JSC invested time and effort into building a
strong, long-lasting relationship. Both parties hosted the other for extensive tours of their respective countries and facilities. Emails
illustrate that, in November 2022, a delegation of Russian engineers from Alabuga JSC traveled to Iran for a 10-day trip to Iranian
UAV production facilities and to reach an initial working agreement on localization.”” The leaked emails show that five months later,
in March 2023, Alabuga JSC reciprocated by hosting an Iranian delegation, which was split into two groups and visited a total of
eight cities. During the visit, the delegation toured a variety of defense-related factories producing UAVs, grenade launchers, anti-
aircraft systems, multiple launch rocket systems, and transport vehicles.”® Alabuga JSC’s November 2022 trip to Iran appears to
have resulted in the primary agreement between Alabuga and Sahara Thunder,” while Sahara Thunder’s March 2023 trip to Russia

appeared to look at further expanding cooperation and was followed by the companies signing a contract for the delivery of gold
to Sahara Thunder.'®
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Schedule for Sahara Thunder’s nine-day, eight-city visit to Russia in March 2023. %1

The next month, in April 2023, an Alabuga JSC delegation—including its General Director Timur Shagivaleev and Deputy CEO
Sergei Alekseev—visited Iran for technology transfers, source code acquisition, training, and a demonstration of other Iranian UAV
systems.'%% 193 1% Dyring this trip, Shagivaleev signed a metals contract with Sahara Thunder’s leadership.' Besides technology
transfers and source code acquisitions for the S-136, the Russian delegation attended a demonstration of three other Iranian UAV
platforms.’® These included a S-136 “Seeker” variant, which is equipped with an optical guidance kit in the nose; a variant of the
S-136 powered by a turbofan jet engine (known as the S-238 in Iran but referred to as “S-236 Jet” in the document); and a
“reconnaissance/kamikaze” UAV referred to as the 107, which is likely in reference to the Shahed-101 model of drone.'®” The
Russian delegation noted that producing these UAV variants could be easily accomplished using the same assembly lines used for
producing the Geran-2 at Alabuga SEZ.1% Ukrainian officials reported Russia first began using these Shahed variants in late
2023, and more recently increased production of the jet-powered UAVs coined under the model Geran-3.1%

Mpadhmk NoCcTaBOK MCXOASA U3 MPOU3BOACTBEHHbIX BO3MOXHOCTEN MNapTHepa
cnepyroLwnia:

1. 236 Seeker

MecsiL, 1 /2 (3]4 |5 |6 [3 [4 |5 |6 |7 |8
KB. KB. KB. KB KB KB
Konnyecteo | 10 | 10 | 10 | 100 | 100 | 100 | 300 | 300 | 300 | 300 | 300 | 300 | 2130
2. 236 peakTBHbIN
Mecsiy 1 |2 |3 |4 5 6 3 4 5 6 7 8
KB. KB. KB. KB KB KB
Konnyecteo |2 |5 |10]|20 |20 |20 |[100 | 100 | 100 [ 100 | 100 | 100 | 677
3. 107 pasBegynk/Kammkanse
Mecsu, 1 2 |3 |4 5 6 3 4 5 6 7 8
KB. KB. KB. KB KB KB
Konnuectso |10 |50 [50 |75 |75 | 100 | 500 | 500 | 500 | 500 | 500 | 500 | 3360

NTOro

NTOoro

NTOro

Production timelines for additional UAV variants produced after Sahara Thunder demonstrated additional UAVs to the Alabuga JSC delegation during their April 2023 visit
to Iran. 7

Though the details of how the partners engaged with each other during these visits are unknown beyond the resulting agreements
and the contents of the leaked documents, the trips appear to be a key factor in allowing Alabuga JSC and Sahara Thunder to
develop the trust and shared reference points necessary to carry out such a large endeavor. The visits also emphasize the UAV deal

as one instance of Russian-Iranian collaboration that has developed and changed over time.
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Conclusion

The collaboration between Sahara Thunder and Alabuga JSC is significant on multiple levels. Most immediately, it has vastly
increased Russia’s domestic UAV production capability, and the people of Ukraine are paying the price. This development helps give
Russia the upper hand in firepower and increased control of its UAV production, making it harder for other countries to implement
export controls designed to slow or prevent future weapon development and production.

Sahara Thunder and Alabuga JSC exemplify the increasingly close relationship between Russia and Iran. While these types of
companies create challenges in identifying and targeting the actors involved in Iran and Russia’s military procurement, they also
provide opportunities to leverage investigative and enforcement capabilities. As Russia and Iran employ and discard intermediary

companies to pursue their military and diplomatic aims, global stakeholders must prioritize the following:

«  Comprehensively mapping corporate ecosystems. In the case of Iran, analysts should expand the scope of scrutiny
beyond historically major actors such as Iran Aircraft Manufacturing Industries or Iran Electronics Industries to include

smaller entities and startups that aid in obfuscation.

o Comprehensively mapping the involvement of third-party jurisdictions. Third-party jurisdictions, such as the
UAE, have the authority to freeze assets associated with malign activity, but they will not do so unless the threat and
their country’s role in its operations are clearly defined and unless they face additional pressure from global stakeholders.

o Developing systems of monitoring alternative payment methods. Precious metals and cryptocurrency remain key
enablers of illicit activity. If not prioritized, they will continue to be pathways through which illicit actors can finance

their activities without fear of disruption.

The collaboration also forces consideration of the natural consequences of sanctions. The language and actions of Sahara Thunder
and Alabuga JSC demonstrate they are responding to the global sanctions environment in which they operate. This adaptation
indicates the efficacy of the sanctions but also points to their limitations as sanctioned countries deepen mutual collaboration.
Sahara Thunder and Alabuga JSC are now both sanctioned and widely recognized for their role in UAV production. However,
Russian-Iranian cooperation on UAVs and in other realms will likely continue. Additional intermediary companies will rise to fill their
roles, and they will likely employ the same or similar tactics used by Sahara Thunder and Alabuga JSC. Only by understanding and adapting
to these tactics can global stakeholders disrupt similar entities, impacting the frontlines of today and the battlefields of tomorrow.
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Full Timeline: Negotiation and Collaboration

Sahara Thunder and Alabuga JSC engaged in extensive negotiations, meetings, and planning throughout 2022 and 2023. This is the
timeline of events according to in the leaks and supplemental research. C4ADS is not confirming the accuracy of the leaked data.

November 2022

November 5-14: A delegation of Russian engineers from Alabuga JSC visits UAV production facilities in Iran.'** During this
visit, Alabuga JSC and Sahara Thunder reached an initial deal. Sahara Thunder would provide Alabuga JSC with the equipment,
blueprints, source codes, and training for Russia to localize 90% of its production for 2,400 UAVs per year, with the goal of producing
6,000 UAVs within two and a half years of cooperation.''?

January 2023

January 19: Sahara Thunder and Alabuga JSC sign an agreement outlining the terms for the supply of components likely used in

the production of UAVs.!? The previous day, Igor Levitin, secretary of the State Council of the Russian Federation and advisor to

President Vladimir Putin, alongside members from Russia’s logistics sector,''*

115 116 117

completed a tour of Iran and met with various senior

Iranian government, military, and financial representatives.

February 2023

February 27-28: Sahara Thunder and Alabuga JSC signed an additional agreement providing for transfers of gold from Alabuga
in return for various components, equipment, and metals from Sahara Thunder."® This could be either a revision or an addition to
the January agreement.

March 2023

March 5-13: An Iranian delegation travels to Russia, visiting a variety of defense-related factories in eight cities across the country.!*

March 16: A contract is signed to deliver over US§104 million in gold to Sahara Thunder, likely tied to the February 27-28
agreement.'?

April 2023

April 4-8: A Russian delegation, reportedly including Alabuga JSC’s general director and deputy CEO, Timur Shagivaleev and
Sergei Alekseev,'?! respectively, visit Iran for technology transfers, source code acquisition, training, and a demonstration of other

Iranian UAV systems.'?? 122

124

April 5: Alabuga JSC’s Shagivaleev signs a metal purchase contract with Sahara Thunder’s leadership.

July 2023

July 5: UAE-based company Generation Trading FZE is listed in a leaked Sahara Thunder document as having sent 100 million
UAE dirhams (US$27.2 million) worth of rolled stainless steel and stainless-steel wires to Alabuga Machinery, a subsidiary of
Alabuga JSC.'#

July 16: Sahara Thunder and Alabuga JSC sign an agreement stating that Sahara Thunder will provide various equipment and
tools to Alabuga Machinery through Generation Trading,'* In return, Alabuga Machinery will wire transfer the funds to Generation
Trading’s bank account with Bank Melli’s branch in Dubai.'*”
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